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Good morning, Chairman Shelby and distinguished members of the Senate |
Committee on Banking, Housing and Urban Affairs. Thank you for inviting me to speak
with you tbday on the important issue of affiliate sharing and its relationship to the Fair
- Credit Reporting Act. My name is Julie Brill, and I'm an Assistant Attorney General for
the State of Vermont. | have been working in the consumer protection area for 12
years, and have specialized in privacy issues in Vermont. In addition, | am co-chair of
the National Association of Attorneys General Working Group on Credit Reporting, and
* co-chair of the National Association of Attorneys General Working Group on Privacy. In

these capacities, | have worked through the National Association of Attorneys General
on numerous national issues relating to credit reporting, affiliate shaﬁng, and privacy,
including comments to Congress and various federal agencies.

I'would like at the outset to recognize the important role played by this
Committee in protecting consumers’ interests by allowing .states to enact more
protective laws with respect to privacy of financial information, including sharing of
affiliate information. Indeed, in both the credit reporting and financial privacy arenas,
Congress has created a dual regulatory structure: national baseline standards are
'-supple_mented by state laws that provide greater protections.

In these comments, | recommend that Congress permit this dynamic, dual
system for regulating information flows within corporate affiliate groups and to third
parties, to flourish both by allowing the: affiliate sharing and other preemption provisions
contained in the Fair Credit Reporting Act to sunset as originally contemplated, and by
not enacting any further temporary or pérmanent provisions that would preempt the
- states from creating innovative solutions to problems stemming from the flow of

information that consumers would like to keep private.
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| make the following specific comments and recommendations in this testimony:

1. Congress should provide consumers with greater ability to restrict
information flow within a corporate affifiate group, and should ensure that
consumers receive better notices about these improved rights. As a result
of the Gramm-Leach-Bliley Act, corporate affiliates are enormous and
amofphous. Unrestricted information flow among corporate affiliates, and

- nearly unrestricted information flows from these corporate groups to third
parties, has the potential to facilitate fraud and identity theft. Current
federal law is woefully inadequate in providing consumers with sufficient
rights to restrict this information flow, and in providing appropriate notice
about the few rights consumers do have under federal law.
2. . States should be allowed to continue to provide greater protections
with respect to affiliate sharing. Vermont's economy has not been harmed
by its more protective affiliate sharing laws. Congress should continue to
allow states to play their traditional role as “laboratories of democracy” and
enact more protective laws governing privacy and credit.
3. Congress should sunset the FCRA’s affiliate sharing preemption
provision to eliminate potential confusion over the scope of the preemption
provision. Congress never intended to bar states from enacting aﬁy laws
relating to affiliate sharing. Rather, the affiliate sharing preemption
provision contained in the FCRA is merely intended to preempt state laws
that would regulate affiliate sharing under a credit reporting framework.
Continued confusion over the scope of the affiliate sharing provision,

created by the financial services industry’s arguments that the affiliate
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sharing provision is broader than Congress intended, is another reason
- why Congress should allow the affiliate sharing preemption provision to
sunset.

l. BACKGROUND

A, Federal Law on Affiliate Sharing

There are two federal laws that specifically address information flow from and
within a corporate affiliate group: the Gramm-Leach-Bliley Act (GLB)," passed in 1999,
and the Fair Credit Reporting Act (FCRA or federal FCRA), 2 originally passed in 1970°
and substantially amended in 1996. 4

GLB made several fundamental changes to the laws governing the financial
system, including expanding the types of financial institutions that may be affiliated with
one another.5

GLB also established some baseline rules governing the circumstances under

' which financial institutions may disclose personal information about their customers to

unaffiliated third parties. GLB generally requires that a financial institution provide a

- clear and conspicuous notice of its privacy practices, an explanation of how consumers
can “opt out” before sharing their non-public information with unaffiliated third parties,
‘and the opportunity to opt out, unless certain exceptions apply.® GLB does not
specifical.ly address the sharing of information among subsidiaries or other corporate
 affiliates within one corporate structure. With respect to sharing information among

such affiliates, GLB contains a “savings clause,” indicating that “nothing in [GLB] shall

Pub L. No. 106-102,
215 U.8.C. § 1681 ef seq.
84 Stat. 1136; Pub L. No. 91-508 (Oct. 26, 1970).
Pub L. No. 105-107, 111 Stat. 2255 (Nov. 20, 1997) (hereinafter “1996 Amendments”).
® See infra, Section lIA.

% See 15 U.S.C. §§ 6801-6809. .



be construed to modify, limit, or supersede the operation of the Fair Credit Reporting
Act.”” Itis thus necessary to examine the federal FCRA to determine the extent to
which federal law regulates the sharing of financial information among corporate
affiliates.

The federal FCRA sets standards for the collection, communication, and use of
information that constitutes a “consumer report,” generally defined as a communication
of information bearing on a consumer’s credit worthiness, credit standing, credit
capacity, character, general reputation, personal characteristics, or mode of living.% In
1996, Congress adopted amendments to the FCRA that, among other things,
specifically exclude from the definition of a consumer report “any report containing
information solely as to transactions or experiences between the consumer and the
person making the report.”® This “transaction and experience” information could
- include, for example, detailed information about a customer’s purchases made on a

éredit card issued by the financial institution, as well as the customer's outstanding
balance, the customer payment history, and the length of time a customer has held a
credit card.” Thus, “transaction and experience” information can be shared by a
- corporation with its affiliates and with unaffiliated third parties without any notice or
choice to the consumer.
The 1996 Amendments also exempt from the definition of a “consumer report”
the communication of other information among affiliated companies — that is,

information other than transaction and experience information that would ordinarily be

715 U.8.C. § 6806(c).

%15 U.8.C. § 1681a(d)(1).

® 15 U.S.C. § 1681a(d)(2)(AXi).

"®occ Advisory Letter 99-3 (March 29, 1999).



considered a consumer report — if certain conditions are met. Examples of categories of
'such other information include data:
ffom a consumer’s credit application, including income information;
from a consumer’s credit report, including credit scores and history;
obtained by verifying representations made by a cohsumer; and
provided by another entity regarding its employment, credit, or other
relationship with a consumer."!
In addition to income and credit information, “other” information can include
employment history with others, marital status, and medical history.'?
The federal FCRA permits a financial institution to freely share this other
customer information among affiliated companies so long as the consumer is given
notice and an opportunity to opt out of the information sharing.™

B, State Law on Affiliate Sharing

In enacting both GLB and the FCRA, Congress recognized the essential réle
played by the numerous and varied state laws in the Nation’s dual regulatory scheme
for financial privacy and credit reporting. Section 507 of GLB allows states to adopt
financial privacy. laws relating to sharing information with unaffiliated third parties that
- .are more protective than GLB's requirements.' And the 1996 FCRA Amendments

specifically recognized the importance of the wide variety of state laws governing credit

" See 65 Fed. Reg. at 63,129.

'2 See 65 Fed. Reg. at 63,129.

'* 15 U.8.C. § 1681a(d)(2)(A)iii). Failure to comply with the conditions for affiliate sharing under the
federal FCRA can result in a determination that the financial institution is a consumer reporting agency
under the federal FCRA. A consumer reporting agency is subject to various legal obligations to maintain
and safeguard consumer information, including limitations on the purposes for which information can be
sold or distributed, 15 U.S.C. § 1681b, and requirements to provide consumers an opportunity to review
information maintained about them, as well as establish particular error resolution procedures and
consumer complaint mechanisms. 15 U.S.C. §§ 1681g(a)(1); 1681(i); see Federal Reserve Regulatory
Service, Questions and Answers about the Fair Credit Reporting Act, The Financial Institution as a
Consumer Reporting Agency, FRRS 6-1605.
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reporting,’® and did not subject the majority of those laws to preemption.’® Rather,
Congress determined that only seven limited areas required some form of preemption,
including the sharing of information among affiliates.’” Even then, Congress decided
that certain state laws affecting the seven limited areas that were in existence at the
time of the 1996 amendments should be exempt from preemption.’® In addition,
Congress specifically did not preempt any sétt!ements between the credit reporting
agencies and any State Attorney General that were in existence prior to the effective
date of the 1996 Amendments.™ Finally, Congress determined that all states would be
able to enact more protective laws in the seven areas, including affiliate sharing,
| beginning on January 1, 2004.2°

Vermont is the only state that had a law directly regulating affiliate sharing in
1996, and therefore has the only state law on affiliate sharing that was exempted from
preemption in the 1996 Amendments.?' Vermont's state Fair Credit Reporting Act
"consent provision" requires that no “person” may obtain a credit report about a

consumer unless the report is obtained pursuant to a court order or consumer

1415usc; § 6807.

® For a description of the breadth of state credit reporting laws, see generally Hearing on Fair Credit
Reporting Act: How It Functions for Consumers and the Economy, Before the Subcommlttee on Financial
Institutions and Consumer Credit, House Committee on Financial Services, 108" Cong., June 4, 2003,
sStatement of Vermont Assistant Attorney General Julie Brill).
® 15 U.8.C. §1681t(a).
"7 15 U.8.C. §1681t(b) and (c).
'8 15 U.S.C. §§1681t(b)(1)(B) (time periods for taking action required when a consumer disputes
accuracy of a report); 1681t(b){(1)(E) (information contained in a credit report), 1681t(b){1)(F)
(Massachusetts and California laws relating to responsibilities of furnishers of information to credit
reporting agencies); 1681t{b)}(2) (Vermont law relating to affiliate sharing of information)
1915 U.S.C. §1681t(d)(1). This includes the multi-state setflements with TRW, Equifax and Trans Union.
215 1.8.C. §1681t(d)(2).
% 15 U.8.C. §1681t(b)(2).



consent.? This consumer consent requirement applies with equal force to credit reports
shared among affiliates.

Vermont's FCRA exempts “transactions or experiences” information from the
state’s definition of “credit report."® 'Consequently, Vermont law, like federal law, allows
affiliates to share transaction and experience inf@rmation without any notice to a
consumer and without any way for a consumer to prevent the sharing.

In contrast, before financial institutions can share "other" information about

~ Vermont consumers with their affiliates under Vermont law, the institutions must obtain

affirmative consent — or opt in — from the consumer. Failure to comply with Vermont's
FCRA consent provision can subject financial institutions to civil penalties.*

While no other state has yet enacted laws specifically addressing affiliate sharing
among financial institutions, several local governmental bodies in California have
adopted ordinances governing financial privacy that include provisions on affiliate

sharing.?® The California ordinances are the subject of a current court chalienge.”®

. PROBLEMS WITH THE FEDERAL SCHEME FOR REGULATING AFFILIATE
SHARING. | - :

The current federal scheme for regulating sharing of nonpublic financial

information among affiliates does not adequately protect consumers. Consumers do

22 9V.8.A. § 2480e(a)(a) and (2). “Person” is defined in Vermont law as including “any natural person,
corporation, municipality, the state of Vermont or any department, agency or subdivision of the state, and
any partnership, unincorporated association or other legal entity.” 1 V.S.A. § 128.

2 9V.S.A. § 2480a(2)(A)

24 g9 v.8.A. §§ 2480f(c) and 2458 state that the Vermont Attorney General may, in the event of a violation
of the Vermont FCRA, obtain an injunction; a civil penalty of not more than $10,000 per violation; an order
for restitution; and reasonable costs and fees. 9 V.5.A. § 2480f(b) states that, in the case of a “wiliful”
violation by a "person” of the Vermont FCRA, a consumer may obtain actual damages or $100, whichever
is greater; injunctive relief; punitive damages in the case of a wiliful violation; and reasonable costs and
attorneys fees. .

 County of San Mateo Ordinance Number 04126 (enacted Aug. 6, 2002; amended Nov. 5, 2002); City of
Daly City Ordinance 1295 (enacted Sept. 9, 2002; amended Nov. 12, 2002); County of Contra Costa
Ordinance Number 2002-30 (enacted Sept. 24, 2002; amended Nov. 5, 2002 and Feb. 25, 2003).

2 Bank of America, N.A. v. City of Daly City, CA, USDC No. C 02 4343 CW (N.D. CA. May 23, 2003).
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not understand the broad array of institutions that are currently allowed to share
information within a corporate group under federal law. Many financial institutions
durrehtly consist of thousands of corporate affiliates, involved in vastly disparate
| activities. Consumers have no knowledge of, and no choices with respect to, many
fypes of information sharing among these vast corporate groups. Moreover, the torrent
of information flowing among thousands of corporate affiliates has the potential to lead
‘to consumer fraud and identity theft. Finally, to the extent that federal law requires
notices to consumers about this information sharing, these notices are woefully
‘inadequate.
A. Consumers Need Notice and Choice With Respect to Corporate Affiliate

Information Sharing Practices n Light Of The Huge and Amorphous
Nature of Corporate Affiliate Groups

The breadth and number of affiliates of some financial institutions is breéthtaking,
yet most consumers remain unaware of the existence or identity of their financiai
institutiqns' affiliates, and of the information flow among the vast corporate network.
Consumers should be better protected from the potential harms associated with affiliate
sharing by giving them an effective choice before credit-related information can be
'shared throughout a vast corporate complex.

Under the federal FCRA, consumers have no choice as to whether their
transaction and experience information will be shared with their financial institution’s
corporate affiliates. Moreover, neither GLB nor the FCRA reguire corporate affiliate
groups to give consumers any notice with respect to sharing information with marketing

partners pursuant to a joint marketing agreement.?’ And once consumers are given a

notice and opportunity to opt out, afl information can also be shared with the corporate

# 15 U.S.C. § 6802(b)(2).



affiliate group. Thus information about the consumer’s income, employment history,

credit score, marital status, and medical history can be shared with ease among

corporate affiliates under current federal law.

GLB greaﬂy‘ expanded the activities that were permissible under one corporate
umbrella, as it allowed insurance, securities, and banking institutions to affiliate with
each other. Even prior to enactment of GLB, financial institutions were allowed to
affiliate with a broad spectrum of companies. The list of activit'.ies that are identified by
the Federal Resérve Board in its rulemaking as “financial” in nature or closely related to
financial activitieé, and therefore permissible for inclusion within a financial holding
company, goes weli beyond traditional financial activities. 28

Thus the types of businesses with which traditional financial institutions may now
affiliate themselves, in a‘ddition'to banking, insurance and securities brokerage, include:
mortgage lenders; "pay day" lenders; finance companies: mortgage brokers; account
servicers; check cashiers: wire transferors; travel agencies operated in connection with
financial services; collection agencies; credit counselors and other financial advisors;
tax preparation firms: non-federally insured credit unions; investment advisors that are
not required to register with the Securities and Exchange Commission: and certain
retailers and automobile dealers,2°

The number and breadth of affiliates currently associated with some of the

| country’s major financial institutions is astounding. The corporate affiliate lists for Bank

of America Corporation, CitiGroup, Inc., and KeyCorp,*® submitted with these comments

as Exhibits 1, 2, and 3 respectively, serve as three examples of the level of affiliation at

% See 12 U.S.C. § 4(k); 12 C.ER. § 225.28; 12 C.F.R. § 211.5(d).
16 C.F.R. §§ 313.1(b) and 313.1(k)(2).



large- and mid-sized banking institutions in this country. Bank of America currently lists
1,333 corpérate affiliates; CitiGroup lists 1,657 corporate affiliates; and KeyCorp lists
.883. A perusal of these corporate affiliate lists demonstrates that these holding
companies appear to be involved in the full breadth of disparate activities authorized
under federal law. Some of these affiliate operations may, in the normal course of their
business, gather highly personal health information about consumers. A consumer
holding a credit card with thé lead bank or a property and casualty insurance policy with
- a major insurer in any of these affiliate groups would not expect that his or her
transaction and experience information would be spread throughout the corporate
affiliate structure for the purpose not of servicing the consumer better, but of marketing
~ products to the consumer.

For these reasons, thirty-four States, the District of Columbia, Puerto Rico, and
the Northern Mariana Islands informed the U.S. Treasury Department that the only
appropriate mechanism for giving consumers control over sharing of infofmation within
such broad affiliate groups is to require that consumers be given effective notice and
choice before their infofmation may be shared with affiliates.*'

B. Unrestricted Information Flow, Both Among Affiliates and to Third Parties,
Has Harmed Consumers

Corporate sharing of nonpublic financial information, both within affiliate groups
and with third party telemarketers, has led to fraud. Greater consumer protections to

| ‘guard against such practices should be incorporated into both federal law and state law.

®These lists, as well as other corporate affiliate lists for bank holding companies can be obtained at
http://132.200.33.16 1/nicSearch/serviet/NICServiet?$GRP$=INSTHIST&REQ=MERGEDIN&MODE=SEA
RCH

% Comments Submitted to US Treasury on GLBA Information Sharing Study By 37 States and Territories,
May 1, 2002, available at http://www.naag.org/issues/20020502-multi-fin_info.php.
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The NationsBank case represents an example of inappropriate affiliate sharing
't.ha't led to fraudulent activity. NationsBank shared with its affiliated securities company
data on bank customers with low-risk, maturing federally-insured CDs.* The affiliate,
'NationsSecurity, then aggressively marketed high-risk investments to these
conservative investors, misleading many customers to believe that the investments
were as safe and reliable as federally-insured CDs. Many customers, including retired
| elderly, lost significant portions of their life savings. The Securities and Exchange
Commission found that the companies intentionally blurred the distinction between the
bank and the brokerage, and between the insured CDs and riskier investment products.
When investment representatives of NationsSecurity called NationsBank's customers
.and indicated that they were with the "investment division™ of the bank, many customers
reasonably believed that they were bank employees, not brokers.
NationsBank is not the only bank to have engaged in such a practice. Ancther
example of inappropriate affiliate sharing involved First Union, which settled a private
| lawsuit alleging a similar scheme.*®
Corporate sharing of information with non-affiliated third parties has further
- demonstrated that federal laws governing these information flows are inadequate.
Major financial institutions have used their customer lists to target consumers for
fraudulent telemarketing schemes by sharing nonpublic financial information with third-

party telemarketers. Capital One,* Chase Manhattan,® Citibank,*® First U.S.A.,* Fleet

%2 Nationssecurities and Nationsbank, N.A., SEC Release No. 33-7532, May 4, 1998, available at
hitp://www.sec.gov/litigation/fadmin/337532.txt.
% Risky Business in the Operating Subsidiary: How the OCC Dropped the Bali, Hearing Before the
Subcommittee on Oversight and Investigations of the House Commitiee on Commerce, 106th Cong.
gzlune 25, 1999} (statement of Jonathan Alpert, Sr. Partner, Baker and Rodems).

Office of the Washington State Attorney General, "Settlement with Discount Buying Club Highlights
Esri’\;acy Concerns,” Aug. 4, 2000, available at www.wa.gov/ago/releases/rel_branddirect 080400.htm.
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Mortgage,®® GE Capital,*® MBNA America,“" and U.S. Bancorp*' all have provided their
customers' personal and confidential information to fraudulent telemarketers.

The financial institutions provided the telemarketers with the names, telephone
~ numbers and other information about their customers. They also gave them the ability
to charge customers' accounts without having to ask consumers to provide an account
number. This practice, called preacquired account telemarketing, has subjected
thousands of consumers to unauthorized charges for products and services they never
wanted or ordered. In one case, during a thirteen-month period, a national bank
processed 95,573 cancellations of membership clubs and other products that were
billed by preacquired account telemarketers without customers' authorization.*?

[n other cases, financial information flows have allowed businesses to defraud
non-customers. This can occur where a bank sells consumers’ information, obtained by
mining the information in its business customers’ accounts, to another business. For
example, Charter Pacific Bank sold its database containing 3.6 million valid credit card
account numbers to a convicted felon who then fraudulentfy billed the accounts for
- access to Internet pornography sites that the victims had never visited. Charter Pacific
had not developed the database from the transaction and experience information about

--the consumers’ account, but had compiled it from transaction and experience

® National Association of Attorneys Generals, "Multistate Actions: 27 States and Puerto Rico Settle with
Citibank," Feb. 27, 2002, available at http://www.naag.orgfissues/20020301-multi-citibank.php; Settlement
. document available at http://www.oag.state.ny.us/press/2002ffeb/feb27b_02_attach.pdf.
¥ Office of the New York Attorney General, "First USA to Halt Vendor's Deceptive Solicitations,” Dec. 31,
2002, available at http://www.oag.state.ny.us/press/2002/dec/dec31a_02.html.
% Minnesota v. Fleet Morigage Corp., 158 F. Supp. 2d 962 (D. Minn. 2001), available at
http://www.ag.state.mn.us/consumer/PR/Fleet_Opinion_61901.html.
¥ Office of the Washington State Attorney General, "Settlement with Discount Buying Club Highlights
Privacy Concerns," Aug. 4, 2000, available at
Elnttp:llwww.wa.gov/agolreleases/rei_branddirect_080400.html.

id.
1 Office of the Minnesota Attorney General, "Minnesota AG and U.S. Bancorp Settle Customer Privacy
Suit,” July 11, 1999, available at www.ag state.mn.us/consumer/Privacy/PR/pr_usbank_07011999.htmi.
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information about merchants that had accounts at Charter Pacific. The information
included the date of sale, account number, and dollar amount of every credit card
transaction processed by the bank's merchant customers. The unrestricted sharing of
this ieformation resulted in over $44 million of unauthorized charges. *

| Finally, it must be noted that unrestricted sharing of information by and within
corporate affiliate groups likely facilitates one of the nation's fastest growing white-collar
crimes: identity theft.** Many of these identity theft cases are “insider jobs,” committed
by employees who obtain access to and misuse individuals' personal information stored
in their employers' databanks. According to recent comments submitted to the Federal
Trade Commission,*” researchers at Michigan State University studied over 1,000
identity theft cases and found that victims in 50% of the cases specifically reported that
the theft was committed by an employee of a company compiling personal information
on individuals.*® Other reports note that many identity fraud cases stem from the
perpetrator's purchase of consumers' personal information from commercial data
brokers. Financial institutions’ information-sharing practices contribute to the risk of
identity theft by greatly expanding the opportunity for thieves o obtain access to

sensitive personal information.

“2 Supplemental Comments of the Minnesota Attorney General Office, FTC Telemarketing Sales Rule,
FTC File No. R411001, http://www.ftc.gov/os/comments/dncpapercomments/supplement/minnag. pdf.

® Federal Trade Commission, "FTC Wins $37.5 Million Judgment from X-Rate Website Operator; Bank
Sold Defendants Access to Active MasterCard, Visa Card Numbers,"” Sept. 7, 2000, available at
http Jivww fte.gov/opa/2000/09/neffill.htm.

* For information on the growing problem of identity theft, see U.S. General Accounting Office, Identity
Theft: Prevalence and Cost Appear to be Growing (GAO-02-363 March 2002); U.S. Federal Trade
Commission, National and State Trends in Fraud and Identity Theft January — December 2002 (Jan. 22,
2003); U.S. General Accounting Office, Identity Theft: Greater Awareness and Use of Existing Data Are
Needed (GAO-02-766 June 2002 (surveying state laws enacted to combat identity theft).

5 See Comments of the Electronic Privacy Information Center to the Federal Trade Commission
Workshop on information Flows, FTC File No. P034102 (June 18, 2003), at 23.

® 1d., citing forthcoring study; results provided in email from Judith M. Collins, Ph.D., Associate
Professor Leadership and Management Program in Security School of Criminal Just|ce Michigan State
University to EPIC (Apr. 22, 2003, 18:13:35 EST) (on file with EPIC).
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C. Notice to Consumers Under Federal Law Concerning Their Limited Rights
to Disallow Sharing Among Corporate Affiliates Are Woefully Inadequate

Current privacy notices to consumers about their rights under federal law are
woefully inadequate. In many circumstances consumer receive no notice about
information flows. In circumstances where consumers do receive no.ti'ces, consumers
have been greatly confused by the dense information in the notices, which require a
high education level toicomprehend. As a result, consumers have not been adequately
informed about their limited rights to opt out of information sharing among afﬁliates or
with third parties.

With respect to sharing credit reporting information among an affiliate group and
sharing transaction and experience information with unaffiliated third parties, both GLB
and the FCRA require that notices about the sharing practices and information about
how consumers can opt out must be written in a “clear and conspicuous” manner. ¥’
However, the opt-out notices provided by financial institutions in their effort to comply
with GLB and the FCRA have not been “clear and conspicuous,” as those terms are
commonly understood. Opt-out notices mailed by many financial institutions have been
uhintelligible and couched in language several grade levels above the reading capacity
of the majority of Americans.*® Mark Hochhauser, Ph.D., a readability expért, reviewed
-‘60 GLB opt-out notices and determined that these notices were written at an average

3 or 4" year college reading level, rather than the junior high level comprehensible to

7 15 U.S.C. § 6802(b)(1)(A); 15U.S.C. § 1681a{d)(2)(A)iii)). The federal regulatory agencies have not

yet issued any guidance on how these two federal notice requirements work together. Many financial

institutions have incorporated their affiliate sharing notices required under the FCRA within their notices

about sharing of information with unaffiliated third parties required under GLB.

* See Robert O'Harrow, Jr., Getting a Handle on Privacy’s Fine Print: Financial Firms’ Policy Notices
Aren't Always ‘Clear and Conspicuous,” as Law Requires, The Washington Post, June 17, 2001, at H-01.
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the general public.** For example, the notice sent to customers by one financial

‘ __insti_tuﬁon stated:

- : .I'f you prefer that we not disclose nonpublic personal information about you to‘
nonaffiliated third parties, you may opt out of those disclosures, that is, you may
direct us not to make those disclosures (other than disclosures permitted by

law).>®
Surveys demonstrate that consumers either never see and read such
complicated opt-out notices, or they don’t understand them.>!
The opt-out approach promulgated under GLB has proven so problematic that

_the federal agencies that administer the r‘égulations under GLB convened an

Interagency Public Workshop to address the concerns that have been raised “about

clarity and effectiveness of some of the privacy notices” sent out under GLB.%? The

agencies noted that consumers have complained that “the notices are confusing and/or
misleading and that the opt-out disclosures are hard to find.”™?

Where the vast majority of consumers do not even read opt-out notices, and
those who read the notices cannot understand them, it cannot be said that they are ablé _

_to understand their rights and exercise their choices intelligently. As a result, forty-one

-States, the District of Columbia, Puerto Rico, and the Virgin Islands called on the FTC

“ Mark Hochhauser, Ph.D., “Lost in the Fine Print: Readability of Financial Privacy Notices,”
http://www.privacyrights.org/ar/GLB-Reading.htm {2001).
0 See id.
1 See Comments of 44 Attorneys General to Federal Trade Commission Regarding GLB Notices, dated
February 15, 2002, available af www.naag.org.
°2 Interagency Pubic Workshop, “Get Noticed: Effective Financial Privacy Notices,”
http://www.ftc.gov/bep/workshops/glb/; see also Press Release, “Workshop Planned to Discuss Strategies
for Providing Effective Financial Privacy Notices,” www.ftc.gov/opa/2001/09/glbwkshop.htm (Sept. 24,
2001). .
**See Joint Notice Announcing Public Workshop and Requesting Public Comment, “Public Workshop on
Financial Privacy Netices,” at 3.
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and other federal regulatory agencies to create standard notices and require much
simpler language so that consumers could understand them.®

lll.  STATES SHOULD BE ALLOWED TO CONTINUE TO REGULATE THE
~ SHARING OF INFORMATION AMONG CORPORATE AFFILIATES

Earlier this year, the National Association of Attorneys General adopted a
resclution urging Congress to allow the limited preemption provisions contained in the
1996 FCRA Amendments, including the preemption of affiliate sharing iaws,r to sunset
as originally contemplated.® In addition, in their bipartisan resolution,* the State
Attorneys General called upon Congress to refrain from enacting any new provision that
wéufd preempt the states from enforcing or enacting laws relating to the reporting of
consumer credit information that provide greater consumer protection than in the federal
law.5 Congress should follow these recommendations.

A. Congress Has Traditionally Allowed States to Enact Laws Governing
Privacy, Credit, and Other Important Consumer Issues

States have demonstrated the importance of their role as “laboratories of

| democracy” with respect to laws governing information flows within and among
Corporate structﬁres. State legislatures have the ability to rapidly fashion local remedies
to solve local problems arising with respect to such information flows.® State laws

governing health and medical information obtained by insurance companies, as well as

** See Comments of 44 Attorneys General to Federal Trade Commission Regarding GLB Notices, dated
February 15, 2002, available at www.naag.org.
* Resolution in Support of Fair Credit Reporting Reform (Nationa! Association of Attorneys General),
available at www.state.vt.us/atg/fair%20credit%20reporting%20reform%20resolution. pdf.
* The State Attorneys General consist of 20 Republicans and 31 Democrats, including the District of
Columbia. A listing of their party affiliations can be found at www.naag.orgfag/full_ag_table.php.,
°" Resolution in Support of Fair Credit Reporting Reform, supra, n.55.
* See Hearing on Fair Credit Reporting Act: How It Functions for Consumers and the Economy, Before
the Subcommittee on Financial Institutions and Consumer Credit, House Committee on Financial
Services, 108" Cong., June 4, 2003, (Statement of Vermont Assistant Attorney General Julie Brill), at 4-5,
"~ 10-14.
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governing the sharing of information relating to specific diseases,* are specific
examples of responsible state enactments ensuring that corporations that obtain
nonpublic health and financial information exercise their responsibilities with respect to
.such information with fairness, impartiality, and respect for consumers’ right to privacy.
This dual federal-state regulatory system for information flow allows states to

innovate solutions to local problems as they arise, and informs the national debate over
appropriate regulation of information flow. As the states’ innovative solutions filter up to
Congress, they can be considered for incorporation into the national baseline standards.
governing industry.

| Previous Congressional enactments relating tb consumer protection issues have
addressed the goal of national uniformity as well as the importance of allowing states to
féshion remedies suited to local problems, by setting a national floor while permitting
states to create additional or greater consumer prdtectibn provisions that are not
inconsistent with federal law. The most recent example is GLB's Section 507, allowing
states to enact more protective laws with respect to sharing information with unaffiliated
third parties. Other areas where Congress has specifically aliowed states to enact more
protective state laws include medical privacy,” telecommunications,® telemarketing,
fair credit billing,®® equal credit opportunity,5* and subprime lending.®® Congress should
employ the same strategy with respect to sharing of information among corporate
affiliates.

B. More ProtectiVe' Privacy L aws Do Not Adversely Affect The Economy

% See Section IV, infra.

% Health Insurance Portability and Accountability Act, 104 Pub.L.No. 191, § 264 (1996).

®1 Telecommunications Consumer Protection Act, 47 U.S.C. § 227(e)(1).

®2 Telemarketing and Consumer Fraud and Abuse Prevention Act, 15 U.S.C. § 6101 et seq.
% Fair Credit Billing Act, 15 U.S.C. § 1666j.

® Equal Credit Opportunity Act, 15 U.S.C. § 1691d(f).
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Like several other states, Vermqnt has aggressively protected consumers’
privacy by enacting and enforcing numerous laws governing the sharing of financial
information. Despite extensive regulation in this area by Vermont and several other
states, the economies of these states have not been adversely affected. Indeed,

: Vermoht consumers face some of the most favorable conditions for loan rates in the
country. Moreover, credit is readily and speedily available in states that have enacted
more protective laws. |

1. Extensive Vermont Requlation of Financial Privacy Is Not Limited to
Affiliate Sharing.

Vermont's law on affiliate sharing was part of an effort in 1992 by the Vermont
Legislature fo address credit reporting problems more globally. The resulting Vermont
Fair Credit Reporting Act® contains several important consumer protection provisions

designed to address credit reporting problems that arose in Vermont.®”

These
provisions include: consumer access to free credit reports;®® liquidated damages for
consumers who are harmed;® requiring consumer consent before any user can review
a consumer credit report;”° allowing consumers to access their free credit reports by

telephone;”! and requiring credit reporting agencies to provide notices to consumers

about these additional state rights.”

% Home Ownership and Equity Protection Act, 15 U.S.C. § 1640(e).
66 9 V.S.A § 2480a et seq; Act No. 246, 1991 (Adj. Sess.).
® For a discussion of the credit reporting problems faced by Vermont, see Hearing on Fair Credit
Reporting Act: How It Functions for Consumers and the Economy, Before the Subcommlttee on Financial
Institutions and Consumer Credit, House Committee on Financial Services, 108™ Cong., June 4, 2003,
gStatement of Vermont Assistant Attorney General Julie Brill}.
9V.S.A §2480c(a)(1).
o9 9 V.S.A. §2480f(b). :
9V.S.A. §2480e(a)2). Prescreened credlt reports are excluded from Vermont’s consent provisions. 9
V.S.A. § 2480e(c)(2).
I 9 V.8.A. §§ 2480b(b) and CF Rule 112.01 (available at www.state.vt.us/atg/Rule%20CF112.htm).
29V.S.A. § 2480b(c).
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The Vermont Legislature determined that these additional provisions are
necessary to ensure that credit reports are accurate and are used in an appropriate
fashion. The Vermont Attorney General’s Office has actively enforced these state
consumer protection provisions with respect to both credit reporting agencies’ and
credit grantors™ over the past ten years. |

In addition to its more protective fair credit reporting laws, Vermont has also
enacted more protective laws governing the sharing of nonpublic personal financial
information, as allowed under Section 507 of GLB.™ In 1994, Vermont enacted a bank
privacy opt-in law, prohibiting banks and other similar financial institutions from sharing
rnon‘public information unless the consumer consents.”® In 2001, Vermont enacted
reguiations extending the 6pt—in requirements to the insurance and securitiss industry,
and clarifying the regulations for the banking industry.”

2. The Economies of Vermont and Other States With Financial Privacy
Requlations Have Not Been Adversely Impacted.

" See, e.g., In the Matter of Credit Bureau Services of Vermont, Inc., Docket No. 493-9-95WnCv (Wash.
~ Cty. Sept 18, 1995} {violation of telephone number disclosure requirements); In the Matter of Equifax

Credit Information Services, Inc., Docket N0.492-9-95WnCv (Wash. Cty. Sept. 18, 1995) (same); In the
Matter of TRW Inc., Docket No. 491-9-95WnCv {(Wash. Cty. Sept. 18, 1995)(same); In the Matter of
Equifax Credit Information Services, Inc., Docket No. 51-1-00WnCv (Wash. Cty. Jan 27, 2000) {failure to
institute reasonable procedures to ensure maximum possible compliance with Vermont's law requiring
users to obtain consumer consent prior to using credit reports).

™ Coburn and Feeley Property Management, (Wash. Cly. July 17, 1995){property management firm
obtained credit reports on tenants without tenants’ consent; In the Matter of MCl Communications
Corporation, Docket No. 171-4-98WnCv (Wash. Cty. April 2, 1998) (telecommunications company failed
to obtain consumer consent from over 12,000 Viermont consumers prior to using their credit report); In the
Matter of Alliant Feodservice Inc., Docket No. 116-3-00WnCv (March 1,2000){food service company
failed to obtain consumer consent prior fo using consumer credit report, and failed to have a permissible
purpose under federal law); In the Matter of May Department Stores Company, Docket No. 605-11-01
WnCv (Wash. Cty. Nov. 15, 2001)(department store chains failed to adequately obtain consumer consent
Pnor to using consumer credit report).

15U8.C. § 680?(b) which provides that the federal Gramm-Leach-Bliley law does not supersede any
state provisions on privacy except to the extent that they are “inconsistent” with privacy provisions of
GLB, and further provides that state laws are not “inconsistent” to the extent that they afford greater
consumer protection than provided under GLB.
®8V.S.A §10201 ef seq.
7 The banking opt-in regulation can be found at: www.state.vt.us/atg/Insurance%20ADOPTED%
20rule.pdf. The insurance opt-in regulation can be found at
www.state. vt.us/atg/Insurance%20ADOPTED%20rule.pdf . Vermont's opt-in regulations became
completely effective on February 17, 2002.
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In his testimony filed with the House Subcommittee on Fina;icial Institutions and
Consdmer Credit last month, Fordham University Law Professor Joel Reidenberg
demonstrated that lenders rﬁake bettér credit decisions in Vermont, California, and
Massachusetts, three of the states with more protective laws that were specifically
“grandfathered” under the 1996 FCRA Amendments.” Vermont has the lowest level of
consumer bankruptcies in the nation, Massachusetts is the next lowest with a rank of
49" and California is below the national median with a rank of 27."° Professor
Reidenberg also notes that consumer interest rates are below the national median in all
three of these states.®

In addition to the data cited by Professor Reidenberg, there are other data that
demonstrate that the economies of Vermont, Massachusetts and California have not
been harmed by enactment of more protective laws. Auto loan rates are similarly low in
these three states: Vermont ranks 50" in the country, meaning that its auto loan rates
are next to the lowest; California ranks 31%' in the country; and Massachqsetts ranks
24" just about at the national median.®

A chart of the bankruptcy, mortgage loan and auto loan rates for California,
Massachusetts and Vermont is attached to this testimony as Exhibit 4.

Moreover, credit is widely available in these states, and available without delay.

Exhibit 5 contains loan advertisements placed in Vermont’s three major daily

"® Hearing on the Importance of the National Credit Reporting System to Consumers and the U.S.
‘Economy Before the Subcommittee on Financial Institutions and Consumer Credit, House Committee on
Financial Services, 108" Cong., May 8, 2003, (Statement of Prof. Joel Reidenberg at 3).
™ |g., citing American Bankruptcy Institute, U.S. Bankruptey Filing Statistics: Households per filing, Rank
5.02003), available at www.abiworld.org/stats/housholdrank. pdf.

Statement of Prof. Joel Reidenberg, supra note 78 at 3.
$148-month new car loan rates as of May 2003, available at
http:/fbankrate.com/brm/graphs/graph_trend.asp?product=1&prodtype=M&ad=mtg&nav=mig30year_grap
h. -
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newspapers over the ten-day period of May 19 through May 29, 2003. As the ads
demonstrate, “zero percent” financing and instant credit for mortgages, car loans, and
personal loans are widely available in Vermont.

| It is important not to overstate the rélevance of this data. It cannot be said, for
example, that the more protective laws in Vermont, California, and Massachusetts
‘cause these more favorable economic conditions. As Professor Reidenberg notes,
there may be other factors at play, such as state unemployment data for bankruptcy
filings and non-interest transaction costs for mortgages.® However, these data appear
to demonstrate that the economies of these states have not been adversely affected by
their more protective credit reporting laws.

The absence of an apparent adverse impact upon Vermont's economy is

par{icu!arly interesting because of the breadth of staté laws governing credit reporting
and financial privacy. None of Vermont's more protective laws appear to have

adversely affected Vermont’s economy.

In sum, Congress has recognized the important role of states in the dual
regulatory system governing information flow among corporate affiliates by allowing for
limited preemption in the 1996 amendments, and caliing for the termination of those
.pre'emption provisions on December 31, 2003. Nofhing has changed since 1996. The
states continue to enforce both federal and state laws with respect to sharing of
information among corporate affiliates, as well as with respect to credit reporting
agencies, furnishers of credit information, and users of credit repo&s. The states

continue to play a vital role in the dual regulatory system governing information flow in

82 Statement of Prof. Joel Reidenberg, supra note 78, at 4.
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the nation’s economy. The states should be allowed to continue to serve as
laboratories of democracy, fashioning local remedies to local problems that can be
considered by Congress for implementation on a national level. The limited preemption
provisions contained in the 1996 Amendments should sunset as originally
contemplated, and Congress should not enact new preemption provisions.

IV. FCRA'S PREEMPTION DOES NOT BAR THE STATES FROM ENACTING
ANY LAWS RELATING TO AFFILIATE SHARING

Congress never intended that the affiliate sharing provisions contained in the
FCRA would prohibit the states from enacting any laws governing sharing of information
‘among corporate affiliates. Rather, the FCRA’s preemption provision governing affiliate
sharing is intended merely to prohibit the states from enacting laws that would deem the
sharing of information among affiliates to be the activity of credit reporting agencies.
Outside this limited area, under GLB, states should be free to enact laws governing the

extent to which and manner in which affiliates may share information.

A The FCRA Requlates Only Consumer Reports And Consumer Reporting

Agencies
The FCRA regulates only the compilation, dissemination, and use of “consumer
reports,” a term defined to include any communication by a “consumer reporting
agency” of information bearing on specified characteristics used as factors in
determining a consumer’s eligibility for credit or other FCRA-authorized purposes.®
“Consumer reporting agencies” are defined as persons regularly furnishing

consumer reports to third parties.®* The FCRA restricts the furnishing of consumer

8 45 U.S.C. § 1681a(d).
% 15 U.S.C. § 1681a(f).
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reports to recipients with a “permissible purpose” for the information, such as
lenders.®® If information does not constitute a consumer credit report, it is not
governed by the Act — or by its preemption provisions.®

Nothing in the FCRA itself regulates or authorizes the sharing of information

that is not a “consumer report,” including information subject to GLB.¥ Section 603

. of the FCRA, titled “Exclusions,” states that “[{lhe term ‘consumer report’ does not
-include” - and therefore the Act does not regulate — the sharing of both transaction

: and experience information and affiliate sharing of “other” information where the

consumer is given notice and opportunity to opt out.®®

Section 624(b)(2) of the FCRA, the aﬁiliéte sharing preemption provision, simply
confirms and extends to state credit reporting laws this exciusion of “the exchange of
information among persons affiliated by common ownership or common corporate
control.”®  That is, the subject matter of affiliate sharing is “excluded” from the statute’s
requirements, not immunized from regulation by other statutes. Thus, the FCRA's
affiliate-sharing “preemption” provision ektends as far as, and no further than, the scope
of the rest of the FCRA — it affects only the regulation of “consumer reports” and
“consumer reporting agencies.”

Any interpretation of the FCRA's affiliate-sharing preemption provision must

place the measure within the context of the rest of the statute.®® Section 624(b)(2),

8 151.5.C. § 1681b(a).
8 See Individual Reference Serv. Group, Inc., v. FTC, 145 F. Supp. 2d 6 at 17 (D.D.C. April 2001) ("The
FCRA does not regulate the dissemination of information that is not contained in a ‘consumer report.™).

87 See Privacy of Consumer Financial Information, 65 Fed. Reg. 33,646, at 33,668 (May 24, 2000)

gcodified at 313 C.F.R. pt. 313).
515 U.8.C. § 1681a(d)(2).
® 151.8.C. § 1681t(b)(2). Indeed, the Vermont law that is explicitly exempted from preemption, 9 V.S.A.
5024809, is just such a credit-reporting statute.
See FDA v. Brown & Williamson Tobacco Co., 529 U.S. 120, 133 (March 2000). (It is a “fundamental
canon of statutory construction that the words of a statute must be read in their context and with a view
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taken out of context, may suggest broad preemptive scope: “No réquirement or
prohibition may be imposed under the laws of any State . .. with respect to the
exchange of information among persons affiliated by common ownership or cbmmon
corporate control.” But it is improper to attempt, as the financial services industry has
done in the challenge to the California local laws governing financial priva\cy,91 to
remove this provision from its limited, credit-reporting context and assert that “the laws

“of any State” refers to any law, hot just laws governing credit reporting'.' After all, the
provision at issue forbids state laws regulating the “exchange of information” among
affiliates. If context plays no role, then the FCRA could be held to prohibit a state law
limiting or regulating the exchange of any kind of information under any circumstances,
not just the type of information and activity regulated by the FCRA; under such a
strained reading, state statutes prohibiting conspiracy, dissemination of stolen trade
secrets, defamation, and a host of other types of “information” that could be
“exchanged” would be preempted.*> %

B. A Broader Reading of the FCRA Preemption on Affiliate Sharing Would

Vitiate Congress’ Intent to Ailow States to Protect Health Information Held by
insurance Affiliates From Inappropriate Use By The Insurers’ Affiliates

The industry’s interpretation of FCRA’s affiliate sharing preemption provision in

the California case vitiates Congress’ clear intent that the states be allowed to regulate

to their place in the overall statutory scheme"); Exxon Mobil Corp. v. EPA, 217 F.3d 126 at 1249 (Ca. 9,
2000). o

*1 See, 6.g., Plaintiff National Banks’ Motion for Summary Judgment and in Support of Defendant
Municipalities’ Motion for Summary Judgment, Bank of America, N.A. v. City of Daly City, USDC No. C 02
4343 CW (N.D. CA May 23, 2003).

92 goe New York State Conf. of Blue Cross & Blue Shield Plans v. Travelers Ins. Co., 514 U.S. 645, 656
(1995) (cautioning courts to avoid “uncritical literalism”); Lungren v. Deukmejian, 45 Cal. 3d 727,735
(June 1998). (“Literal construction should not prevail if it is contrary to the legislative intent apparent in the
statue”).

* Section IVA is drawn from arguments put forth in Memorandum Amicus Curiae of the Attorney General
of the State of California in Opposition to Plaintiff National Banks’ Motion for Summary Judgment and in
Support of Defendant Municipalities’ Motion for Summary Judgment, Bank of America, N.A. v. City of Daly
City, USDC No. C 02 4343 CW (N.D. CA May 23, 2003).
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health information held by insurance companies within a corporate affiliate group.
| Indeed, if i’nduétry were successful in its strained argument for a broader interpretation
_ 'of the FCRA’s affiliate sharing preemption provision, the result would be that corporate
affiliates would be entitled to make credit decisions and other financial decisions based
upon health information held by an affiliated insurance company. Such a strained
" reading of the affiliate sharing preemption provision thus would frustrate Congressional
reliance on state regulation in this area, as contemplated under both GLB and HIPAA,
to protect consumers from such inappropriate use of their health information.
Recognizing that insurénce providers are appropriately regulated by the states,
Congress, in enacting GLB, called upon state insurance authorities to adopt
implemienting regulations regarding disclosure of nonpublic financial information held by
insurance companies..94 In response 1o Congressional reliance on state regulation in
this area, 35 states and the District of Columbia have adopted the 2000 Model Privacy
Regulation drafted by the National Association of Insurance Commissioners.®> The
NAIC 2000 Model Regulation establishes an opt-out for sharing of nonpublic financial
‘information by an insurance company, and an opt-in for sharihg health information.®®
The NAIC 2000 Mode! Regulation contains no exception for sharing health information
with affiliates. Under the NAIC 2000 Model Regulation, insurers must give consumers
noticeé and an opt-in ch_oice before sharing health information within their affiliate group.
Thiere are many other state laws that govern the extent to which specific types of

health information may be shared with anyone, whether inside the corporate affiliate

% gog GAO, Financial Privacy: Status of State Actions on Gramm-Leach-Bliley Act’s Privacy Provisions
gGAO 02-361 April 2002), at 1-2.

5 1d. at 3. All but one of the remaining states have adopted an earlier version of the NAIC Model
Regulation.
% ;4. at 6-8. Two states — Vermont and New Mexico — substituted an opt-in requirement for all
information held by insurers, including nonpublic financial information.
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group or outside. HIV testing and genetic testing are two areas where many states
have enacted laws severely limiting the disclosure of testing results. Many of these
state laws would prohibit the disciosure of this information by an insurer to its hanking
affiliate for the purpose of credit decisions.”

| These state laws provide crucial consumer protections not available under fhe

federal Department of Health and Human Services’ Health Privacy Rule, promulgated

| under the Health Insurance Portability and Accountability Act (HIPAA). % The HIPAA

‘Privacy Rule has limited applicability and covers only health care providers that transmit

claims-type information electronically, health plans, and health care clearinghouses.
HIPAA does not apply to most of the entities currently allowed to affiliate under GLB,
nor does it govern credit reporting agencies, credit report users, and furnishers of
information regulated by FCRA. HIPAA does not apply to banks, life insurers, or
property and casualty insurers, despite the fact that these institutions often obtain
sensitive medical information from consumers, and may now affiliate with each other
under one corporate umbrella. 1t cannot be said that Congress intended to preempt
state laws governing the sharing of medical information by such entities through the
FCRA'’s provision, when both GLB and HIPAA rely upon the states 0 prdvide important
consumer protections for such sensitive information.

In sum, FCRA’s preemption of state credit reporting laws that govermn affiliate
sharing cannot be read as preempting all state laws governing affiliate sharing. The

California courts have not yet decided whether the industry’s arguments in the California

9 See, e.g. Del. Code Ann. tit. 18, § 7404 (Delaware HIV testing disclosure statute); Fla. Stat. Ann §
627.429 (Florida HIV testing disclosure statute); Ga. Code Ann. § 33-54-3 (Georgia genetic testing
disclosure statute); Md. Ins. Code § 27-909 (Maryland genetic testing disclosure statute). '

98 45 C.F.R. Part 164.
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case are specious. Congress has the prime opportunity to put an end to the financial
industry’s obfuscation on t.his point by allowing the preemption provisions contained in
the FCRA to sunset as originally contemplated. Removing the FCRA’s preemption
provision makes it perfectly clear that states may enact laws governing thé extent to

which and manner in which financial and health information may be shared regardless

of whether such sharing is with an affiliate or third party.
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EXHIBIT 1

CORPORATE AFFILIATE LIST: BANK OF AMERICA CORPORATION
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EXHIBIT 2

CORPORATE AFFILIATE LIST: CITIGROUP, INC.
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