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June 7, 2022

The Honorable Janet Yellen
Secretary

Department of Treasury

1500 Pennsylvania Avenue, NW
Washington, D.C. 20220

Dear Secretary Yellen:

In order to better understand the holistic effect of the collection and sale of consumer
financial data practices on the U.S. financial system, I respectfully ask that the Financial Stability
Oversight Council (“FSOC”) assess whether and to what extent the collection and sale of
consumer data by financial institutions pose a systemic threat to U.S. financial stability and
security. The breadth of personal consumer data that financial institutions have access to and can
legally sell or otherwise disclose to commercial entities and to data brokers creates a concerning
entry point for bad actors to obtain and use that information for their own purposes.

I have long expressed serious concerns about the potential risks associated with the sale
of consumer financial data to Americans’ security and civil rights.! Stories of apps and websites
used by children for school during the pandemic selling information to data brokers and
marketers, opioid treatment recovery apps sharing sensitive data with third parties, and mental
health apps tracking and sharing data with third parties highlight a troubling trend.? Those
stories show that the scope and scale of data shared with third parties creates privacy and security
issues, allowing bad actors to specifically target at-risk people and further endanger already
vulnerable communities. Financial institutions have access to raw and sensitive data, including
data pertaining to the products and services consumers purchase, the precise location and time of

! Senate Committee on Banking, Housing, and Urban Affairs, Brown Releases New Proposal that would Protect
Consumers’ Privacy from Bad Actors (June 18, 2020)
(https://www.brown.senate.gov/newsroom/press/release/brown-proposal-protect-consumers-privacy); Senate
Committee on Banking, Housing, and Urban Affairs, Data Brokers and the Impact on Financial Data, Credit,
Insurance, Employment, and Housing, 116" Cong. (June 11, 2019) (Ranking Member Brown opening statement
available here: https://www.banking.senate.gov/newsroom/minority/brown-opening-statement-at-hearing-on-data-
privacy); Senate Committee on Banking, Housing, and Urban Affairs, Privacy Rights and Data Collection in a
Digital Economy, 115" Cong. (May 7, 2018) (Ranking Member Brown opening statement available here:
https://www.banking.senate.gov/imo/media/doc/Brown%20Statement%205-7-19.pdf).

2 Remote Learning Apps Shared Children’s Data at a ‘Dizzying Scale’, Washington Post (May 24, 2022)
(https://www.washingtonpost.com/technology/2022/05/24/remote-school-app-tracking-privacy/); Opioid Addiction
Treatment Apps Found Sharing Sensitive Data with Third Parties, TechCrunch (July 7, 2021)
(https://techcrunch.com/2021/07/07/opioid-addiction-treatment-apps-found-sharing-sensitive-data-with-third-
parties/); ‘Creepy’ Mental Health and Prayer Apps are Sharing your Personal Data, Forbes (May 3, 2022)
(https://www.forbes.com/sites/emmawoollacott/2022/05/03/creepy-mental-health-and-prayer-apps-are-sharing-your-
personal-data/?sh=4a6aa9374672).



such purchases, and the amount spent. They may sell this information to third-party purchasers
or data brokers who compile it with personal data collected from other sources.

The compilation and sale of data to third parties, data brokers, and commercial entities is
often associated with advertising, but it is also exploited for other uses. For example, we have
seen popular retail stock trading platforms sell user data so that big Wall Street investors can
profit off of ordinary retail investors.® The collection and sale of consumer financial data also
opens the door to other nefarious uses, including the use of data to glean consumers’ tolerance
for price hikes, or using certain people’s spending patterns to target them for blackmail or
ransomware.

Under the Gramm-Leach-Bliley Act and related regulations, financial institutions must
disclose their information-sharing practices to their customers in a comprehensible way,
safeguard sensitive data, and allow customers to opt-out of having nonpublic personal
information shared with nonaffiliated third parties.* It is unclear, however, if consumers are
aware of those rights and how often those rights are exercised. Additionally, because financial
institutions do not share which third parties they sell data to, it is difficult to assess how data is
used or if it is protected at all. Finally, given the increased targeting of specific populations
through the compilation of data purchases, a clearer understanding of the risks data sharing poses
to consumers is needed.

The Dodd-Frank Wall Street Reform and Consumer Protection Act established FSOC to
identify risks to the financial stability of the United States.> As Chair of FSOC, you have
identified risks to our financial system posed by cybersecurity incidents, including ransomware
attacks and data breaches. In a similar vein, I encourage FSOC to assess whether and to what
extent the collection and sale of consumer data by financial institutions pose a systemic threat to
the country’s financial stability.

Thank you for your prompt attention to this matter, and I look forward to working with

you to protect U.S. financial stability.

Sincerely,

Steod oo

Sherrod Brown
Chairman

3 The S.E.C. Head is Considering Banning a Key way Robinhood Makes Money, New York Times (August 30,
2021) (https://www.nytimes.com/2021/08/30/business/sec-payment-for-order-flow-robinhood.html); Robinhood is
the Facebook of Investing. You 're the Data, not the Customer, Inc. (https://www.inc.com/jason-aten/robinhood-is-
facebook-of-investing-youre-data-not-customer.html).

4 Pub. L. No. 106-102, §§ 501-10, 113 Stat. 1330 (1991) (codified at 15 U.S.C. §§ 6801-9).

5Pub. L. No. 111-203, §§ 111-2, 124 Stat. 1376 (2010) (codified at 12 U.S.C. §§ 5321-2).



