TESTIMONY OF DAVID S. COHEN
UNDERSECRETARY FOR TERRORISM AND FINANCIAL INTELLIGENCE
UNITED STATES DEPARTMENT OF THE TREASURY
BEFORE THE
SENATE COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS

PATTERNS OF ABUSE: ASSESSING BANK SECRECY ACT COMPLIANCE AND
ENFORCEMENT

MARCH 7, 2013

Introduction

Chairman Johnson, Ranking Member Crapo, distinguished members of the Committee, thank
you for inviting me to testify today on a core focus of our efforts at the Department of the
Treasury: promoting a safe and secure financial system, and effectively combating money
laundering, terrorist financing and related forms of illicit finance. | would like to commend you,
Mr. Chairman, and this entire Committee for your strong leadership on this topic, including by
focusing today’s discussion on these critically important issues. The spate of recent high-profile
enforcement actions against some of our largest, most sophisticated, and best resourced financial
institutions raises troubling questions about the effectiveness of our domestic anti-money
laundering and counter-terrorist financing (AML/CFT) regulatory, compliance and enforcement
efforts. Itis critically important to understand why these failures occurred and, even more
importantly, what we can do — whether through better legislation, regulation, examination or
enforcement, or through some combination of steps — to prevent the recurrence of such failures
in the future.

Background

My remarks today will focus on Treasury’s long-standing efforts to promote and enforce
compliance with the Bank Secrecy Act (BSA) and our counter-terrorist financing sanctions
programs, including new efforts under way to improve our AML/CFT regime. We share the
view that there is a pressing need to improve compliance, and we are working hard at it.

To begin, | believe it is worth noting that our AML/CFT legal and regulatory regime is one of
the strongest and most effective in the world. Conceived more than 40 years ago with the
enactment of the Bank Secrecy Act and updated repeatedly over the past four decades through



new legislation, regulations and guidance, our AML/CFT framework has evolved to better
address new and different illicit finance threats.

Our AML/CFT framework has evolved, moreover, while our financial sector has maintained its
place as the largest, most sophisticated, complex and efficient financial system in the world. The
enormous size, scope and sophistication of our financial markets facilitate economic growth,
both in the U.S. and around the world.

But that size, scope and sophistication also attracts criminals who wish to access our financial
system to launder the proceeds of crime and move funds for illicit purposes. This includes
money launderers, terrorists, proliferators, drug lords and organized crime figures, all of whom
rely to some extent on the financial system to conduct their operations.

The BSA, and the regulations promulgated by Treasury’s Financial Crimes Enforcement
Network (FInCEN) and the federal functional regulators implementing the BSA and related
statutes, establishes the framework for guarding the financial system from money laundering and
terrorist financing. These laws and regulations work in tandem with the sanctions programs
implemented by Treasury’s Office of Foreign Assets Control (OFAC), particularly those that are
focused on preventing financial facilitation for terrorist organizations and rogue regimes, such as
Iran.

These rules aid financial institutions in identifying and managing risk, provide valuable
information to law enforcement, and create the foundation of financial transparency required to
deter, detect and punish those who would abuse our financial system. It is, of course, critical that
we design our laws and rules, as well as our oversight and examination efforts, to address the
spectrum of risks that we face.

But the laws, rules and compliance manuals can only do so much. A truly robust AML/CFT
framework — one that hardens our financial system against the unrelenting efforts of money
launderers, financial criminals, sanctions evaders and other illicit actors — requires effective
AML/CFT program implementation by financial institutions, buttressed by strong enforcement
efforts when those efforts fall short of the mark. When AML/CFT safeguards are not effectively
implemented and compliance lags, money launderers, terrorist financiers and other illicit actors
freely abuse our financial system. We have seen this happen too often, at too many financial
institutions, including some of our largest banks, over the past several years.

So it is clear to us that despite the strength of our AML/CFT framework, significant design,
oversight, compliance and enforcement challenges remain. | would like to turn now to the
efforts the Treasury Department is taking, in collaboration with our regulatory and law
enforcement partners, the financial industry, and our foreign counterparts, to strengthen the
effectiveness of our AML/CFT regime.

Treasury’s Ongoing Efforts to Promote an Effective AML/CFT Framework

As this Committee is well aware, a number of federal departments and agencies, as well as state
and local agencies, play important roles in combating money laundering, terrorist financing and



other illicit financial activity in U.S. financial institutions. The Treasury Department, through
FinCEN, administers the BSA, and through OFAC, administers our sanctions programs. This
includes issuing rules and guidance implementing the BSA and the executive orders that
establish sanctions programs; conducting investigations into potential violations; and enforcing
the relevant rules through civil proceedings. In all of these efforts, FInCEN and OFAC work
closely with counterparts across the federal government and at the state and local level, including
the other federal financial regulators, as well as law enforcement agencies.

I would like to update the Committee on Treasury’s ongoing efforts to implement and enforce
the BSA and our sanctions programs, as well as new work under way to improve our AML/CFT
regime, including renewed focus at FINCEN on BSA enforcement; the creation of an interagency
AML Task Force; our strategy to enhance financial institutions’ customer due diligence efforts;
and the continued development of strong international standards on combating money laundering
and the financing of terrorism and the proliferation of weapons of mass destruction (WMD).
Each of these efforts is aimed at improving financial transparency through better regulations,
better oversight, better compliance and better enforcement.

FinCEN and OFAC Enforcement Efforts
Turning first to FINCEN’s and OFAC’s ongoing enforcement efforts:

As | noted, in administering the BSA, FINCEN investigates and pursues enforcement actions
against financial institutions for violations of the BSA and its implementing regulations. Most
recently, in December 2012, FinCEN assessed a $500 million civil monetary penalty against
HSBC Bank USA N.A. for willful violations of the BSA. Among other things, FINCEN
determined that HSBC lacked an effective AML program and systematically failed to detect and
report suspicious activity. FInCEN joined OFAC, the Office of the Comptroller of the Currency,
the Federal Reserve and the Department of Justice in what amounted to the largest combined
bank settlement in U.S. history, totaling more than $1.9 billion in penalties and forfeitures for
HSBC’s conduct that exposed the U.S. financial system to severe abuse. Also, in November
2012, FinCEN joined the FDIC and the Department of Justice to assess concurrent civil money
penalties of $15 million against First Bank of Delaware for violations of the BSA and its AML
requirements.

These and other recent FInCEN enforcement actions highlight many of the key vulnerabilities in
our financial system that the BSA was designed to address, including misuse of correspondent
banking relationships, private banking accounts, financial activity undertaken by non-bank
financial institutions, and the use of non-transparent legal entities to move funds. While these
enforcement actions reaffirm the importance of imposing additional due diligence requirements
on higher-risk activities, they also underscore that existing requirements and controls may not be
sufficiently robust.

For its part, OFAC administers and enforces financial, economic and trade sanctions to advance
key foreign policy and national security goals, including sanctions against targeted foreign
countries and regimes, terrorists, international narcotics traffickers, and those engaged in
activities related to WMD proliferation. OFAC aggressively pursues investigations and



enforcement actions against both U.S. and foreign financial institutions that violate U.S.
economic sanctions laws and regulations.

Between June and December 2012 alone, OFAC reached settlements with four separate foreign
financial institutions for a combined total of more than $1.1 billion related to almost 24 thousand
apparent violations of our sanctions programs involving Burma, Cuba, Iran, Sudan, and Libya.
Total related sanctions and AML enforcement actions involved those institutions, including
OFAC'’s settlements, amounted to $2.76 billion. They followed several other record-breaking
enforcement actions related to the “stripping” of sanctions-related information from international
payment messages that resulted in almost one billion dollars in OFAC settlements as part of
almost $1.7 billion in fines and forfeitures involving financial institutions. (Appendix | to this
testimony contains a compendium of recent OFAC and FinCEN enforcement actions.)

It is important to note that the conduct at issue in these “stripping” investigations primarily
occurred prior to 2009 — that is, before most of OFAC’s “stripping” settlements were concluded
and published — and that these rigorous enforcement actions appear to have had a significant
compliance and deterrent effect on global financial institutions. Of course, Treasury will
continue to penalize banks for conduct that violates our sanctions programs, whenever it occurs,
and will be particularly aggressive with regard to any institutions found to be engaging in the
type of conduct that has been the subject of these well-publicized enforcement cases.

In their civil enforcement investigations, both OFAC and FinCEN often work closely with
criminal agencies, including the Department of Justice and state and local criminal prosecutors.
Neither OFAC nor FINCEN, however, possesses the authority to bring criminal charges, nor does
Treasury see it as our role to influence or seek to direct the decision whether to prosecute in any
given case. The decision whether to bring criminal charges is the exclusive prerogative of
criminal prosecutors. Nonetheless, Treasury strongly supports vigorous law enforcement across
the board — by our counterpart federal regulators, by federal criminal law enforcement, and by
the relevant state and local authorities.

FinCEN’s Renewed Focus on Enforcement

FinCEN, as the administrator of the BSA, plays a critical role in our fight against money
laundering and terrorist financing in the United States and around the world, and over its twenty-
plus year history, it has been at the heart of our nation’s efforts to combat illicit finance. | would
like to highlight two FinCEN initiatives that will position the agency to be even more effective in
enforcing the BSA in the years to come.

First, FINCEN has recently completed a multi-year IT Modernization Program, which is on-time
and on-budget. This project will enhance FInCEN’s ability to analyze illicit financial activity
and conduct enforcement investigations. It will also better serve the various agencies that work
with FINCEN and rely — sometimes heavily — upon BSA data in conducting their own money
laundering and terrorism cases. For example, last year the Federal Bureau of Investigation
reported that 37% of its pending counter-terrorism cases had associated BSA records. A key
component of FINCEN’s modernization project is a powerful new search tool to access BSA
data, called FInCEN Query. Since it was activated last September it has been used 920,000



times by 6,400 users. This is a strong start and we expect the utility of this tool to grow as more
of our law enforcement and intelligence partners who rely on BSA data adopt and gain facility
with the new search tool.

Second, FInCEN’s new Director, Jennifer Shasky Calvery, is in the midst of a thorough review
of FINCEN’s operations as she and her new management team at FinCEN consider how FinCEN
can better organize itself to execute its mission even more effectively, including enhancing its
compliance and enforcement functions. Since taking up her post, Director Calvery has met with
virtually every employee of FINCEN, as well as with FinCEN’s law enforcement and regulatory
partners, industry stakeholders and Congressional staff, as she explores the appropriate steps to
take.

Director Calvery is particularly focused on ensuring that FinCEN fulfills its key role in the
enforcement of our AML/CFT regime, including by employing all the tools at the agency’s
disposal to hold accountable those institutions and individuals who allow our financial
institutions to be vulnerable to terrorist financing, money laundering, proliferation finance, and
other illicit financial activity. Some of these tools have been used in the past — such as imposing
special measures under Section 311 of the USA PATRIOT Act against entities determined to be
primary money laundering concerns — and we intend to continue the aggressive use of these tools
in the future.

We also intend to make use of additional tools at FiInCEN’s disposal to ensure that those who
violate the BSA are held accountable. For example, the BSA provides FInCEN with the broad
authority to obtain injunctions against persons it believes have violated, are violating, or will
violate, the BSA. Likewise, the BSA allows FINCEN to impose civil penalties not only against
domestic financial institutions and non-financial trades or businesses that willfully violate the
BSA, but also against partners, directors, officers and employees of such entities who themselves
actively participate in misconduct. Although FInCEN has employed these tools only
occasionally in the past, in the future FInCEN will look for more opportunities to impose these
types of remedies in appropriate cases.

New Initiatives to Improve the AML/CFT Framework

Let me now turn to the several initiatives we are pursuing to look at our AML/CFT framework
and consider where improvements can be made. At the heart of this task is a goal of ensuring
that our AML/CFT obligations and actions are directing financial institutions to address the real,
prevailing illicit financing risks that they face.

FinCEN'’s “Delta Team™

FinCEN recently organized a group dubbed the “Delta Team” under the auspices of the Bank
Secrecy Act Advisory Group (BSAAG). The Delta Team includes representatives from the
financial services industry, financial regulators, and law enforcement with the common mission
of examining any gaps between illicit finance risks and compliance efforts. Their objective is to
develop recommendations to close any gaps in order to enhance the effectiveness of our
AML/CFT regulatory regime. The Delta Team had its first meeting last month, and | understand



the discussions produced a number of interesting ideas that will be explored further in the
ongoing dialogue.

The AML Task Force

Treasury also has recently convened a broad interagency group, known as the AML Task Force,
to look in depth at the entire AML/CFT framework. Along with Treasury, the AML Task Force
is comprised of senior representatives from each of the regulators with responsibility to combat
money laundering — that is, FINCEN, the Board of Governors of the Federal Reserve System, the
Office of the Comptroller of the Currency, the Federal Deposit Insurance Corporation, the
National Credit Union Administration, the Commodity Futures Trading Commission, the
Securities and Exchange Commission and the Internal Revenue Service — as well from the
Justice Department’s Criminal Division.

The Task Force’s objective is to take a step-back look at our AML/CFT framework — from the
legal and regulatory foundation, to the compliance and examination function, to the enforcement
efforts — to take stock of which components of our regime are working well, which are not, how
the different parts are working together, and to assess how the entire enterprise is operating. The
Task Force will look at the mechanisms by which illicit finance risks are identified, and how
statutory and regulatory requirements are adapted to address these risks. It will evaluate
information sharing, supervision, and enforcement practices and processes to determine if there
are ways to better inform, assess, encourage and, as necessary, compel financial institution
compliance.

In all of its work, the Task Force will be informed by the specific deficiencies identified in the
recent bank enforcement cases. The goal is to develop recommendations, and find solutions, to
address any gaps, redundancies or inefficiencies in our AML/CFT framework, and to ensure that
truly effective AML/CFT compliance is made a priority within financial institutions.

Enhancing Customer Due Diligence

Financial transparency depends, at the most basic level, on effective customer due diligence —
that is, the steps taken by financial institutions to know their customers. Poor or weak customer
due diligence may permit illicit actors to access the financial system undetected, and to engage in
transactions that financial institutions may fail to identify as suspicious.

Current law, however, explicitly requires financial institutions to conduct in-depth customer due
diligence — in which the true beneficial owner of an account is identified — in only certain limited
circumstances. Because we believe that a broader obligation for financial institutions to conduct
in-depth customer due diligence may be warranted, Treasury has embarked on a rule-making

process to consider whether to impose an explicit, enhanced customer due diligence requirement.

We believe that a rule that clarifies and strengthens customer due diligence requirements for U.S.
financial institutions, including an obligation to identify beneficial owners, would advance the
purposes of the BSA by assisting law enforcement in their financial investigations. Moreover,
such a requirement would assist financial institutions in their assessment and mitigation of risk,



as well as facilitate their compliance with existing BSA requirements and U.S. sanctions
programs. And it would assist in reporting and investigations in support of tax compliance.

Due to the importance of this issue, as well as its implication for all corners of our financial
system, we took the unusual step of issuing an Advance Notice of Proposed Rulemaking
(ANPRM), and then embarked on an unprecedented industry outreach program to discuss the
proposed rule in series of public forums with a broad range of stakeholders, including Congress;
law enforcement; community, regional, national, and international banks; money service
businesses; broker-dealers; futures commission merchants; and other interested parties. These
engagements highlighted the challenges associated with achieving clear and harmonized
customer due diligence expectations while also leveraging best practices to minimize burden.

All the information gathered, through written comments as well as public engagements, has
informed the development of a proposed customer due diligence rule, which we anticipate
publishing for further notice and comment in the near future.

International Efforts to Strengthen the Global AML/CFT Framework

Our domestic work to strengthen the integrity and transparency of our financial system, and
refine and improve our AML/CFT framework, is bolstered and extended by our efforts to work
with international partners to strengthen AML/CFT regimes abroad. Given the global nature of
money laundering and terrorist financing, and the increasing interrelatedness of the global
financial system, a secure global framework is essential to the integrity of the U.S. financial
system.

Treasury, along with others in the federal government, works closely with international
counterparts to strengthen the global AML/CFT framework and promote implementation and
enforcement of effective AML/CFT measures worldwide. To this end, we engage several
intergovernmental and international organizations, such as the Financial Action Task Force
(FATF), the IMF, the World Bank, the United Nations, and various FATF-style regional bodies,
to develop, assess and facilitate implementation of effective AML/CFT laws around the world.

In recent years, within the FATF, we have helped lead efforts to revise and strengthen the global
AML/CFT standards, including by incorporating measures to combat proliferation financing, tax
evasion, and sanctions evasion. We have also led efforts to focus the next round of jurisdictional
assessments on effectiveness and implementation, in addition to technical compliance with the
global standards. Most recently, we have secured the FATF’s commitment to examine
challenges of global compliance as a priority matter for all jurisdictions, within a broader agenda
focusing on enhancing the effectiveness of AML/CFT regimes in combating the threats we face.

Through these efforts, we have established both a necessary foundation and a common set of
expectations that will enable us to focus ongoing and future global AML/CFT efforts on the
primary challenges we face in combating illicit finance and enhancing financial integrity. These
challenges include the substantive areas of concern highlighted in recent bank enforcement
actions, such as sanctions compliance (including by intermediary financial institutions), customer
due diligence, AML programs, and correspondent controls. They also include cross-cutting



AML/CFT issues such as enhancing information sharing to facilitate enterprise-wide risk
management within global financial institutions, and aligning investigative, supervisory and
compliance resources to focus on priority illicit financing risks and vulnerabilities. Thus, as we
examine these issues with a view towards improving the effectiveness of our own AML/CFT
regime, we are also working internationally to inform and strengthen similar efforts in other
financial centers.

Conclusion

The United States is home to one of the strongest anti-money laundering and counter-terrorist
financing regimes in the world. But clearly, there is work to be done to make our AML/CFT
regime more effective and to elicit better compliance from financial institutions. We all have an
interest in enhancing the effectiveness of our framework and better protecting our financial
system from abuse. | look forward to working with this Committee on these critical issues, and
would be pleased to answer any questions you may have.



OFAC Penalties

Appendix 1: Recent OFAC and FinCEN Enforcement Actions

Bank

Date

OFAC
Action /
Fine

Agencies
Involved

Description

HSBC
Holdings
plc

12/11/2012

$375
million

OFAC,
DOJ,
DANY,
FRB,
OCC,
FinCEN

HSBC engaged in payment practices
such as the use of SWIFT payment
messages in a manner that obscured
references implicating U.S. sanctions;
removed information from SWIFT
messages; and forwarded payment
messages to U.S. banks that falsely
referenced an HSBC affiliate as the
ordering institution rather than
individuals or entities subject to U.S.
sanctions. Management, including
senior management, was aware of the
conduct that took place. HSBC's
conduct resulted apparent violations
totaling more than 2,300 transactions
valued at approximately $430 million.

Standard
Chartered
Bank

12/10/2012

$132
million

OFAC,
DOJ,
DANY,
FRB,
NYDFS

From 2001 to 2007, SCB’s London
head office and its Dubai branch
engaged in payment practices that
interfered with the implementation of
U.S. economic sanctions by financial
institutions in the United States,
including SCB’s New York branch. In
London, those practices included
omitting or removing material
references to U.S.-sanctioned
locations or entities from payment
messages sent to U.S. financial
institutions. SCB accomplished this by
replacing the names of ordering
customers on payment messages with
special characters, effectively
obscuring the true originator and
sanctioned party in the transaction;
and forwarding payment messages to
U.S. financial institutions that falsely
referenced SCB as the ordering
institution. In Dubai, the practices
included sending payment messages to
or through the United States without




Bank

Date

OFAC
Action /
Fine

Agencies
Involved

Description

references to locations or entities
implicating U.S. sanctions. As a result,
millions of dollars of payments were
routed through U.S. banks for or on
behalf of sanctioned parties in
apparent violation of U.S. sanctions.

ING Bank
N.V.

6/12/2012

$619
million

OFAC,
DOJ*,
DANY

ING Bank NV purposefully used
cover payments and removed
references to OFAC-sanctioned
persons on any payment messages to
avoid payments being stopped in the
United States. ING also routed
payments through non-sanctioned
entities to obscure the involvement of
sanctioned parties, and provided
sanctioned financial institutions with
false endorsement stamps to obscure
the involvement of a sanctioned
Cuban interest in ING payments
routed through the United States.

Barclays

8/18/2010

$176
million

OFAC,
DOJ,
DANY,
FRB,
NYSBD

Barclays purposefully used cover
payments in a manner intended to
obscure the identities of OFAC-
sanctioned countries and persons, and
removed information from any
payment messages that indicated a
sanctioned interest in payments.

Credit
Suisse

12/16/2009

$536
million

OFAC,
DOJ*,
DANY,
FRB

Credit Suisse had standard procedures
for using cover payments to avoid
referencing parties subject to U.S.
sanctions and omitting information,
removing information, or providing
incorrect information in payment
messages in order to conceal the
identities of U.S. sanctions targets —
most notably Iran, Sudan, and Libya
— in electronic funds transfer
instructions executed through the
United States on behalf of its bank and
non-bank customers, and in securities
transactions executed in the United
States for a then-designated Libyan
state-owned investment company and

10




OFAC

Bank Date Action / RERTNELES Description
. Involved
Fine
a bank located in Sudan.
OFAC, | Lloyds intentionally manipulated and
DOJ, deleted information about U.S.
Lé%dksPTLSCB 12/22/2009 n’?ﬁllign DANY, | sanctions parties in wire transfer
FRB, instructions routed through third-party
NYSBD | banks located in the United States.
OFAC, . . :
ABN intentionally manipulated and
FRB, . .
ABN NYSDB deleted information about U.S.
12/19/2005 | $80 million ' | sanctions parties in wire transfer
AMRO IL FDPF, | . . .
instructions and letters of credit routed
.DO‘]’ through the United States
FinCEN '
[ONLY DOJ/DANY/OFAC
sanctions-related settlements, and the
Fed's civil monetary penalty against
SCB, are included in this figure. The
Fed's civil monetary penalty against
*Itis HSBC, other USG agencies penalties
resumed against HSBC for BSA/AML, and the
fhe DOJ DFS action against SCB are not
included] [ONLY DOJ/DANY/OFAC
settlements ;
. sanctions-related settlements, and the
involve L .
forfeitures Fed's C|V|I_ monetary penal'gy against
SCB, are included in this figure. The
Fed's civil monetary penalty against
HSBC, other USG agencies penalties
against HSBC for BSA/AML, and the
DFS action against SCB are not
included]
FinCEN Penalties
ICER Agencies
Bank Date Action / g Description
. Involved
Fine
$500 million civil money penalty
$500 (CMP) assessed by FInCEN,
Million concurrent with a $500 million CMP
HSBC Bank 12/11/2012 | Civil FinCEN, | by the Office of the Comptroller of the
USA NA OCC Currency (OCC).
Money
Contemporaneously, more than $1.4
Penalty

billion fines and asset forfeitures
versus the Bank by other government

11




ICER Agencies
Bank Date Action / g Description
. Involved
Fine
agencies, including the U.S.
Department of Justice (DQOJ), the
Office of Foreign Assets Control
(OFAC), the Board of Governors of
the Federal Reserve System (FRB),
and the District Attorney of New
York.
$15 million CMP assessed by
$15 FinCEN, concurrent with $15 million
Million CMP by the Federal Deposit Insurance
First Bank 11/19/2012 Civil FinCEN, | Corporation (FDIC).
of Delaware Mone FDIC, DOJ | Contemporaneously, the Bank settled
Penalty a civil fraud action with DOJ. All
y satisfied by $15 million paid to the
U.S. Treasury.
$25,000 $25,000 CMP assessed by FinCEN for
Frank E. 12/15/2011 Civil FinCEN dlsclos_ure of a suspicious activity
Mendoza Money report in connection with a bribery
Penalty scheme.
$12,500 CMP assessed by FinCEN for
$12,500 ail IV with revistrati q
_ Civil _ ailure to comply with registration an
Sarith Meas 12/8/2011 Mone FInCEN | anti-money laundering program
y requirements for money services
Penalty X
businesses
FinCEN assessed a CMP in the
Mohamed $25,000 amount of $25,000 against Mohamed
Mohamed- 9/23/2011 Civil FinCEN Mohamed-Abas Shelk_h for_ violating
Abas Sheikh Money Banlf Secrecy Act registration
Penalty requirements and the Bank Secrecy
Act prohibition against structuring.
FinCEN assessed a $5,000 CMP
$5,000 ) ) S
_ Civil _ against Altlmg, Inc_. for allowing its
Altima Inc. 9/7/2011 Mone FinCEN | registration with FInCEN as a money
y transmitter to lapse for a period of
Penalty
several years.
. $10.9 million CMPs assessed by
FINCEN, | EinCEN, the FDIC, the State of
$10.9 FDIC, : ) ! X
S Florida Office of Financial
Million State of Regulation, and an $11 million
Ocean Bank | 8/22/2011 |  Civil Florida gu'ation,
. forfeiture to DOJ under a deferred
Money Office of ) o
. . prosecution agreement. All satisfied
Penalty Financial -
. by one $10.98 million payment to the
Regulation
U.S. Government.

12




ICER Agencies
Bank Date Action / g Description
Fine Involved
Lower FinCEN assessed a $250,000 CMP
Sioux against the Lower Sioux Indian
Indian $250,000 Community, doing business as Jackpot
8 Community 4/21/2011 Civil EinCEN Junctlo_n Casino Hotel f_or violations of
DBA Money the anti-money laundering program,
Jackpot Penalty currency transaction reporting, and
Junction recordkeeping requirements of the
Casino hotel Bank Secrecy Act.
FinCEN assessed a CMP in the
amount of $7 million concurrent with
Pacific $7 Million the OCC versus Pacific National Bank
9 | National 3/24/2011 Civil FinCEN, for violations of the _requm?ment to
Money OCC implement an effective anti-money
Bank ) A
Penalty laundering program, and violations of
the requirement to report suspicious
transactions.
FinCEN assessed a $25,000 CMP
against Victor Kaganov, for violating
Bank Secrecy Act requirements for
money transmitters. FINCEN
Victor $2(25|\(/)|(IJ0 determined that Kaganov violated
10 3/11/2011 FInCEN | Bank Secrecy Act registration, anti-
Kaganov Money .
money laundering program, and
Penalty e L .
suspicious activity reporting
requirements while conducting an
independent money transmitter
business from his residence.
FinCEN assessed CMPs totaling
Omar $40,000 against brothers Omar
Abukar Sufi . Abukar Sufi and Mohamed Abukar
1 DBA Halal 3/2/2011 | $40,000 FInCEN Sufi, for non-compliance with Bank
Depot Secrecy Act money transmitter
registration requirements.
FinCEN assessed CMPs totaling
Mohamed $40,000 against brothers Omar
Abukar Sufi . Abukar Sufi and Mohamed Abukar
12 DBA Halal 3/2/2011 | $40,000 FInCEN Sufi, for non-compliance with Bank
Depot Secrecy Act money transmitter
registration requirements.
: : $8 Million FinCEN assessed a CMP in the
zlons First Civil amount of $8 million for violations of
13 | National 2/11/2011 FinCEN ) ;
Money the requirement to implement an
Bank ) . .
Penalty effective anti-money laundering

13




ICER Agencies
Bank Date Action / g Description
. Involved
Fine
program and violations of the
requirement to report suspicious
transactions.
FinCEN assessed a CMP in the
Baltic $12,000 amount of $12,000 against Baltic
Financial Civil . Financial Services, Inc. for non-
14 Services 12/16/2010 Money FInCEN compliance with Bank Secrecy Act
Inc. Penalty registration requirements applicable to
money transmitters.
FinCEN assessed a CMP in the
amount of $50,000 versus Pinnacle
Capital Markets for failure to establish
and implement an effective anti-
Pinnacle $50,000 money laundering program, and
. Civil FinCEN, | failure to timely detect and report
15 | Capital 9/1/2010 L 7 i
Money SEC suspicious activity. This penalty was
Markets ) .
Penalty issued concurrently with an
assessment by Securities and
Exchange Commission (SEC) for
violations of the Securities Exchange
Act of 1934.
FinCEN assessed a CMP in the
amount of $1 million versus Pamrapo
Savings Bank for failure to establish
and implement an effective anti-
money laundering program, including
a lack of due diligence procedures
$1 Million required to identify high risk accounts,
Pamrapo - . lack of adequate Bank Secrecy Act
. Civil FinCEN, . -
16 | Savings 6/3/2010 compliance personnel and deficient
Money DOJ, OTS | . ) .
Bank independent testing, necessary to file
Penalty o -
suspicious activity reports and
currency transaction reports in a
timely manner. This investigation was
part of a coordinated effort with DOJ
and the Office of Thrift Supervision,
both of whom levied penalties in
March, 2010.
$25.000 FinCEN and the FDIC assessed
Eurobank, Ci’vil FinCEN concurrent CMPs in the amount of
17 | San Juan, 5/4/2010 " | $25,000 for failure to implement an
; Money FDIC ) . .
Puerto Rico effective anti-money laundering
Penalty .
program reasonably designed to

14




FinCEN

Bank Date Action / RERTNELES Description
. Involved
Fine
monitor accounts for suspicious
activity.
$110 $110 million CMP assessed by
. FinCEN was satisfied by the $110
Wachovia 17/ M'!“.‘in . million forfeiture pursuant to the
18 Bank NA 311772010 Civi FInCEN DOJ’s deferred prosecution
Money
Penalty agreement. The_ QCC assessed a
separate $50 million CMP.
$5 million CMP assessed concurrently
by FInCEN and the OCC. FinCEN
determined that the Bank failed to
implement an adequate system of
internal controls to ensure compliance
with the Bank Secrecy Act and
$5 Million manage the risk of money laundering
Doha Bank, Civil FincEN. | O other suspicious activity, or to
19 | New York, 4/20/2009 " | conduct independent testing to allow
Money OCC . . e
New York Penalty for the timely identification and
correction of Bank Secrecy Act
compliance deficiencies. The absence
of effective internal controls and
independent testing at the Bank
resulted in numerous violations of the
requirement to timely report
suspicious transactions.
$15 million CMP assessed by
FinCEN, concurrent with a $15
$15 million CMP by the OCC. FinCEN
- determined that the Bank failed to
N Branch Million FinCEN, | implement an effective anti-money
20 | United Bank | 4/28/2008 Civil ; .
for Africa Mone OCC Iaur_lderlng program reasonably
y
Penalty de3|gneql to identify gn_d report
transactions that exhibited indicia of
money laundering or other suspicious
activity.
$12,000 CMP assessed by FinCEN
$12,000 versus the Money Services Business
21 El Noa Noa 4/14/2008 Civil EinCEN for.failure to implement an effective
Corporation Money anti-money laundering program, and
Penalty file complete and timely currency
transaction reports.
99 Sigue 1/28/2008 $12 FinCEN, | $12 million CMP assessed by FinCEN
Corporation Million DOJ versus the Money Services Business.
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FinCEN

Bank Date Action / RERTNELES Description
Fine Involved
and Sigue Civil Satisfied by $15 million forfeiture to
LLC Money DOJ under a deferred prosecution
Penalty agreement. FinCEN determined that

the Money Services Business failed to
establish and implement an anti-
money laundering program reasonably
designed to ensure compliance with
the Bank Secrecy Act, which led, in
turn, to a failure by management at the
Money Services Business to
implement measures to respond to
continued patterns of suspicious
activity, with repeated common
characteristics, at certain agent
locations.
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