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Introduction and Main Points

Chairman Crapo, Ranking Member Brown, and distinguished members, thank you for inviting
me to testify today.

In 2013, two U.S. government colleagues and | published a book entitled Chinese Industrial
Espionage, which documented the efforts, both quasi-legal and illegal, used by the Chinese
government and state-owned entities to steal U.S. technology, intellectual property, and secrets.*
For me, this culminated almost two decades of tracking Chinese cyber espionage and the PRC
military and defense industrial base’s efforts at illicit technology transfer.

The current main problem as | see it is two-fold. One, the Chinese government has a
comprehensive strategy for national economic growth and technology modernization. This
strategy has created an unfair, asymmetric business environment in China, sometimes forcing
American companies, who need to be in the China market to grow and prosper, to make
suboptimal decisions that are not always in the long-term interests of U.S. national security, but
clearly benefit Chinese national security. Two, U.S. laws and regulations governing Chinese
investment in the United States, U.S. company technology transfers, and export controls have not
evolved sufficiently to deal with Beijing’s aggressive and constantly evolving strategy. In fact,
early successes in the Committee for Foreign Investment in the United States (CFIUS) process in
preventing inappropriate acquisition deals, such as the rejection of the Huawei-3COM deal, led
Beijing to conclude that overt acquisition efforts, while preferred, would not always succeed, and
led Chinese entities to adapt from outright acquisition to joint ventures and other investment
vehicles typically outside the current CFIUS scope, using the power of access to the China
market to leverage technology transfer. For example, Tsinghua Unigroup’s attempted but failed
minority investment into U.S. hard drive maker Western Digital is another case where Beijing
had attempted to end-run CFIUS with creative investment structures,? as was the failed attempt
by Canyon Bridge, an acquisition proxy of the Chinese State Council, to purchase Lattice
Semiconductor.® These are the examples where CFIUS worked, and yet unfortunately, the
number of examples where China has successfully avoided U.S. regulatory regimes to prevent
technology transfer harmful U.S. national security are increasing. The Chinese are learning our
system, identifying its gaps and weaknesses, and finding new ways to exploit American
technology to their advantage.

More importantly, these activities have a direct and lasting negative impact on U.S. national
security. As the Communist Party seeks to enhance all aspects of its national comprehensive
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power, U.S. comparative advantages will become all the more important in sustaining U.S.
leadership on the battlefield, including in advanced technologies. For example, the Pentagon’s
“third offset” strategy seeks to leverage current U.S. commercial technological advantages in key
areas, such as artificial intelligence and machine learning, to enhance our war fighting capability
vis-a-vis China and a resurgent Russia.* Yet if our porous investment security and export control
regime is not improved, Beijing may be able to turn these current American advantages into their
own by investing in, acquiring, or co-opting critical technology. This will allow China to deny
the United States’ ability to leverage critical technologies for its national security, and further
close the gap with the U.S. in areas of key military systems and applications ranging from
hypersonic glide vehicles to Al-enabled cyber defense systems.

Although American companies are one of Beijing’s highest priority targets in the race to close
the technological gap with the United States, the current tech transfer crisis is not entirely their
fault. In the China market, American companies confront a comprehensive, state-directed
economic and technology development strategy designed to promote technology transfer from
foreign multinationals and elevate domestic companies to compete with those multinationals in
the global market.®> This strategy is one personally touted by President Xi Jinping, who declared
at a recent Communist Party Meeting that the Chinese state must determine which technologies
to develop on its own, which to induce or co-opt from abroad, and which to develop in
partnership with Chinese entities.® Xi’s personal vision has been codified into a more concrete
strategy with a number of key overt features:

e Promulgation of state industrial planning documents outlining how Beijing would use its
substantial regulatory leverage and financial resources to promote technology transfer
and (e.g., “2006-2020 Mid-to-Long Range S&T Plan” and “Made in China 2025”")

e Implementation of the strategy of “military-civilian fusion” that expands “civil-military
integration” of defense and civilian industrial bases to facilitate the “construction of a
national infrastructure that connects the PLA, state-owned defense research,
development, and manufacturing enterprises, government agencies under the State
Council, universities, and private sector firms.”®
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e Provision of massive state subsidies (e.g., IC Fund) to benefit Chinese companies, often
masked in ways to skirt WTO prohibitions (according to the U.S Chamber’s analysis of
Made in China 2025, China will “provide preferential access to capital to domestic
companies in order to promote their indigenous research and development capabilities,
support their ability to acquire technology from abroad, and enhance their overall
competitiveness”®). Other benefits include “fiscal stimulus, tax reductions and holidays,
access to low-cost or free land, low-interest credit, easier access to securities markets,
patent approvals, discriminatory technical standards, antitrust policy directed against
disfavored competitors, privileged government procurement, limits on market access, and
other preferential policies.”°

e Promotion of “national champion” companies (e.g., Huawei) to supplant multinational
companies in the China market and globally!!

e Promulgation of laws and regulations codifying asymmetries in playing field for U.S.
companies operating in China using a very broad definition for what constitutes national
security (e.g., Anti-Monopoly Law,*? Cybersecurity Law,'® Counter-Espionage Law,
National Security Law,*® Counter-Terrorism Law?°)

e The use of a domestic standards regime, especially with respect to information
communication and telecommunications, as a trade weapon to advantage Chinese
companies (e.g., WAPI, draft China CPU/OS/computer standards, and the 5G cellular
standard)*’
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e Promotion of “buy local” laws to disadvantage foreign firms, especially in information
and communications technologies?®

e Strategies to attract priority foreign investment in China, especially joint ventures and
“greenfield” investments®®

e Mercantilist investment structures globally designed to create infrastructure path
dependencies for Chinese state-owned enterprises (“One Belt, One Road”)?° and quasi
private companies that China aims to ensure will provide the hardware and software that
will underpin all critical infrastructure of the future, from power grids to telecom
networks to e-payments infrastructure.

And some covert, illicit features:
e Beijing’s well-documented, planetary-scale, government-directed cyber espionage

program?:
e Large-scale, government-directed technology espionage??
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e Non-traditional collection (e.g., the “1000 Talents Program”)?3

e New types of hybrid cyber and human technology espionage (According to the 2016 U.S-
China Economic and Security Review Commission report: “China appears to be
conducting a campaign of commercial espionage against U.S. companies involving a
combination of cyber espionage and human infiltration to systematically penetrate the
information systems of U.S. companies to steal their intellectual property, devalue them,
and acquire them at dramatically reduced prices.”?*)

Any one of these strategies or policies in isolation would be problematic for the U.S. government
and American companies, but their simultaneous and often coordinated implementation with the
explicit support of PRC government leadership presents an unprecedented challenge.

Categories of Concern

Unfortunately, there are numerous public examples of the significant failures of the current U.S.
legal and regulatory system in preventing the loss of critical technology to China. In part, these
losses are due to ownership changes in critical American companies through both inbound
Chinese investment and outbound U.S. investment to China, which potentially cause harm to
U.S. national security.

Beijing’s efforts to acquire advanced semiconductor technology such as microprocessors, or the
brains of modern electronics, is a sobering example of these failures. Faced with CFIUS’ likely
blocking of any attempt to buy outright a U.S. microprocessor firm, Beijing has exploited
loopholes in both CFIUS and the export control regime to successfully acquire some of these
critical technologies. China’s goals in acquiring American microprocessor technology are two-
fold: (1) subvert current U.S. export controls that prohibit the sale of such advanced chips to be
installed in Chinese supercomputers®® by acquiring the underlying technology and know-how
necessary to reproduce the chips indigenously in China, and (2) over the long-term, reduce
reliance on American suppliers by fostering a viable and globally competitive domestic industry.
Examples of advanced U.S. semiconductor technologies acquired by China in ways that appear
to avoid both CFIUS and export controls include:

e |IBM Power8 High-Performance Microprocessor Architecture Technology: IBM’s
decided to license elements of the 22nm Power8 high performance server and
supercomputer chip architecture to Chinese partners with extensive commercial
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relationships with the PRC government.?® This is the later generation of a chip
architecture that previously received hundreds of millions in development funds from
DARPA,?" and is currently deployed in systems to maintain our nuclear arsenal.?®

e AMD High-Performance X86 Microprocessor Technology: AMD licensed its high
performance x86 microprocessor design architecture and transfered the necessary know-
how needed to replicate this chip to a consortia of shadowy Chinese companies
performing supercomputing work for the Chinese military and defense-industrial base.?°
Through the AMD deal, the Chinese government acquired both a back-door to Intel’s
technology, since much of AMD’s and Intel IP is co-shared, and also created potential
vulnerabilities in U.S. weapons systems, many of which use x86-based computing
systems.*® Ironically, while AMD assists the Chinese Government in the development of
its supercomputers, it is also receiving millions in U.S. taxpayer dollars to develop
similar technologies for the U.S. Department of Energy’s next generation
supercomputer.3

e Qualcomm Advanced 10nm Server Chip Processor Technology: Qualcomm’s Chinese
government subsidized joint venture Huaxintong Semiconductor? is working to develop
high-end server chips based on the worlds most advanced 10nm process node
technology.

Other examples outside of the semiconductor space include Microsoft’s joint venture with
China’s defense electronics conglomerate China Electronic Technology Group Corporation,

26 Paul Mozur, “IBM Venture with China Stirs Concerns,” New York Times, 19 April 2015,
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concerns.html.
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which has five numbered institutes on the Department of Commerce’s denied entity list for
export control violations;* and Chinese investment in artificial intelligence company Neurala.®
Again, in nearly all of these examples, CFIUS did not appear to have jurisdiction over the
transaction, nor did export controls effectively limit the loss of critical know-how and IP flowing
to Chinese state entities.

Why FIRRMA is Needed

Passage of the proposed Foreign Investment Risk Review Modernization Act (FIRRMA),
S.2098, would constitute a significant step in the right direction to reform CFIUS to deal with
these new and evolving approaches inherent in China’s strategy. FIRRMA offers essential new
tools to ensure future transactions:

e Monitors transactions, transfers, agreements, or arrangements designed to evade or
circumvent CFIUS and U.S. export controls

e Expands the scope of review to include real estate transactions near sensitive U.S
facilities

e Widens the scope of review to include joint ventures and minority-position investments
that are “non-controlling” but “non-passive,” with the goal of preventing investment-
driven transfers of technology or technology “contributions” by the U.S. partner, and also
monitors changes in foreign investors’ rights, especially increases in ownership
percentage after approvals.

e Broadens CFIUS’ definition of “critical technologies” to include emerging technologies
such as artificial intelligence, robotics, and machine learning that could strengthen
another country’s military technologies

e Mandates review of transactions in which the foreign entity is more than 25% owned by a
foreign government, which is particularly important with Chinese state-owned
enterprises®’
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e Changes evaluation criteria to include “whether the transaction involves a country of
special concern that has a demonstrated or declared the strategic goal of acquiring a type
of critical technology that a U.S. business that is a party to the transaction possesses”

e Adds badly needed new evaluation factors, including cybersecurity threats and protection
of personally identifiable information (PII), etc.

These changes would modernize the CFIUS system to keep pace with the changes in China’s
strategy and its coordinated national technology policies described above, as well as make the
process nimble and flexible enough to adapt to future changes in methods.

Notwithstanding assertions that FIRRMA would duplicate export controls, the reality is wildly
different. In fact, FIRRMA includes a critical deferral to U.S. export controls, which all agree
constitute the first line of defense to protect U.S. national security concerns. This deferral would
prevent duplicative reviews and unnecessary burdens on U.S. companies. Thus, to the extent
current U.S. export controls are improved in the future, those improvements would reduce the
number of transactions subject to CFIUS jurisdiction under FIRRMA. Moreover, CFIUS and the
Bureau of Industry and Security, which administers U.S. export controls, have long engaged
regularly in the context of CFIUS reviews. The reality is that CFIUS and U.S. export controls
are complimentary and do not and should not operate in exclusive domains going forward.

Why U.S. Export Controls Are Not Enough

A common criticism of FIRRMA is that it seeks to expand CFIUS to cover activities already
adequately addressed by the current export control system. Yet the export control system has a
number of key flaws:

e First, export controls are product and even feature specific and therefore inherently
narrow. With enough financial motivation, some U.S. companies may “design-out” or
“de-architect” specific aspects of the technology being transferred that would otherwise
trigger export controls. This approach is akin to providing China with 70 percent of the
latest technology, with China then being able to use its massive financial resources,
overseas investment acquisition campaign, and state-sponsored commercial espionage
apparatus to quickly close the remaining 30 percent gap. The upshot is that such ventures
greatly accelerate the pace of China’s ability to master critical technologies that are of
vital concern to U.S. national security.

e Second, once a joint venture is launched in China with a controlled technology, engineers
of the U.S. company may then come under intense pressure to assist the Chinese partner
to address limitations of the controlled technology. This is akin to your auto dealer

private Chinese firms can resist Party orders to ignore US law or steal technology. Private
Chinese companies receive less in the way of subsidies but are as beholden to the Party for their
survival as SOEs are. There is no justification to treat them differently with regard to national
security.”
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putting a speed limiter on a sports car, only for it to be removed easily in the owner’s
home garage under duress. In short, it is highly unrealistic—even foolhardy—to expect
export controls, including deemed exports, to be able to effectively protect against certain
transfers of “know-how” from individual engineers or subject matter experts operating
inside of a joint venture on Chinese soil. This is particularly the case as one considers the
pressures on engineers employed by U.S. companies operating in China given the
objectives and actions of the CCP and under increasingly intense CCP control under Xi
Jinping.

e Third, the system is not nimble or quick enough to include rapidly emerging, dual-use
technologies that could have significant military implications

e Fourth, because the current structure focuses on technology controls rather than
transactions, it does not protect adequately against leakage through supply chains or
intra-company transfers after ownership or equity changes or combinations into joint
ventures.

Moreover, the export control system has been proven to be largely ineffective at identifying
proper “risk of diversion” to military entities once the technology has been transferred to China.
For example, despite the glaringly obvious risks, export licenses were granted to UTC to sell its
military-grade attack helicopter control software to Chinese defense companies.® For its part,
Intel was initially permitted but later blocked from selling chips to the developers of Chinese
military supercomputers.®® While the U.S. Government took enforcement actions to rectify both
of these situations, in both cases it was too late - the technology had already been transferred to
China and was key to enhancing Chinese capabilities. The Commerce Department list of denied
export entities is also not updated to reflect CFIUS actions — for example, San’an
optoelectronics,*® a Chinese chip firm twice blocked by CFIUS in an attempt to acquire military
technology, is still not on the denied entities list, and American firms continue selling sensitive
technology to Sanan’ directly.*!

Conclusion

The Chinese government’s economic development and technology modernization strategies and
policies have created a sub-optimal business environment for U.S. companies in China and
presented new challenges to the investment approval, counter-espionage, and export control
efforts of the U.S. Government. Passage of FIRRMA in its current form would be a critical step
forward in evolving those efforts to protect U.S. national security while still promoting and
supporting foreign investment in the U.S. and the ability of U.S. companies to innovate and grow
in the China market and globally.

38 https://www.justice.gov/opa/pr/united-technologies-subsidiary-pleads-guilty-criminal-charges-
helping-china-develop-new
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While | share the concerns of some that a significant expansion in the scope of CFIUS review
must be matched by a commensurate increase in resources, especially additional qualified
personnel. the U.S. Congress has always ensured that our national security comes first and
ensured adequate funding to ensure technology supremacy on the battlefield and safeguard the
homeland. Make no mistake, China’s industrial policies, including China’s outbound investment
campaign and inbound investment coercive tactics designed to acquire technologies that are
critical to U.S. national security, represent an exigent threat in both areas, and China is closing
any remaining gaps rapidly. It is essential that the Congress work closely with the
Administration to ensure that CFIUS is adequately resourced to address this clear and present
threat, while ensuring that our CFIUS system operates efficiently and allows the foreign direct
investment that is important to driving growth and creating jobs at home.



