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1 The National Risk Management Center (NRMC) has identified and created a list of National Critical Functions that 
addresses cross-sector and system-wide risks. NRMC is nested within the Department of Homeland Security 
(DHS)’s Cybersecurity and Infrastructure Security Agency (CISA). For details, see https://www.cisa.gov/national-
critical-functions.  
2 S. 846, Transit Infrastructure Vehicle Security Act, https://www.congress.gov/bill/116th-congress/senate-
bill/846/cosponsors?searchResultViewType=expanded&KWICView=false 
3 “The Impacts of State-Owned Enterprises on Public Transit and Freight Rail Sectors,” (May 16, 2019), 
http://cchs.auburn.edu/_files/the-impacts-of-state-owned-enterprises-on-public-transit-and-freight-rail-
sectors.pdf. This statement should be read in tandem with the present written testimony, since I have not 
repeated all of the details here.  

https://www.cisa.gov/national-critical-functions
https://www.cisa.gov/national-critical-functions
https://www.congress.gov/bill/116th-congress/senate-bill/846/cosponsors?searchResultViewType=expanded&KWICView=false
https://www.congress.gov/bill/116th-congress/senate-bill/846/cosponsors?searchResultViewType=expanded&KWICView=false
http://cchs.auburn.edu/_files/the-impacts-of-state-owned-enterprises-on-public-transit-and-freight-rail-sectors.pdf
http://cchs.auburn.edu/_files/the-impacts-of-state-owned-enterprises-on-public-transit-and-freight-rail-sectors.pdf
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4 To be clear on the issue of necessity in the context of railcars in particular, there do exist alternatives for U.S. 
transit systems to pursue instead of purchasing from Chinese State-owned or State-supported enterprises. See 
below for additional details.  
5 Via onsite employee (State-owned enterprise employee or contractor sited at U.S. transit agency) with access to 
networks/operations.  
6 In the case of China, at least three instruments are at play: the National Intelligence Law of 2017, the associated 
Implementing Regulations, and Communist Party requirements enshrined in law and iterated publicly in 2014, 
2015, and 2017. For details, see Nick Eftimiades, “On the Question of Chinese Espionage” (forthcoming), Brown 
University Journal. 
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7 For a long-form examination of a case of Chinese underbidding giving rise to quality control concerns and costs 
that ultimately “ballooned” see: Charles Piller, “Troubled welds on the Bay Bridge: How a Chinese builder’s flaws 
left structural doubts and cost taxpayers,” The Sacramento Bee (June 7, 2014), 
https://www.sacbee.com/news/investigations/bay-bridge/article2600743.html  
8 Even in relation to the narrow issue of trying to win in U.S. markets however CRRC has been engaged in a 
“misinformation campaign” — as noted in a compelling letter of warning to Secretary of Transportation Elaine 
Chao (dated February 13, 2020) from Senators Cornyn and Baldwin. In the Senators’ words: “The CRRC has used 
the argument that no U.S. companies manufacture transit railcars and if not for CRRC we would have no railcars in 
America. This…does not take into account that the U.S. has a thriving and robust transit rail manufacturing sector... 
which is comprised of numerous enterprises from market economy allies of the U.S.…Most importantly, unlike 
CRRC…, these companies use U.S. supply chains, use U.S. produced components, and are compliant under ‘Buy 
America’ provisions.” https://www.documentcloud.org/documents/6781588-Cornyn-Baldwin-TIVSA-
Implementation.html   
9 “The Made in China 2025 Initiative: Economic Implications for the United States,” Congressional Research Service 
– In Focus (updated April 12, 2019), https://fas.org/sgp/crs/row/IF10964.pdf. In a 2018 speech to China’s National 
Academy of Sciences and Engineering, President Xi Jinping asserted: “If China is to flourish and rejuvenate, it must 
vigorously develop science and technology and strive to become the world’s major scientific center and innovative 
highland. … Self-reliance is the basis for the struggle of the Chinese nation to stand on its own footing in the 
world.” Cited in Simon Sharwood, “Chinese president Xi seeks innovation independence,” The Register (June 1, 
2018), https://www.theregister.co.uk/2018/06/01/xi_xinping_science_technology_policy_speech/ 
10 Eftimiades, “On the Question of Chinese Espionage.” Note also: Department of Justice Office of Public Affairs, 
“Newly Unsealed Federal Indictment Charges Software Engineer with Taking Stolen Trade Secrets to China” (July 
11, 2019), https://www.justice.gov/opa/pr/newly-unsealed-federal-indictment-charges-software-engineer-taking-
stolen-trade-secrets-china [“A software engineer at a suburban Chicago locomotive manufacturer stole proprietary 
information from the company and took it to China”]. 

https://www.sacbee.com/news/investigations/bay-bridge/article2600743.html
https://www.documentcloud.org/documents/6781588-Cornyn-Baldwin-TIVSA-Implementation.html
https://www.documentcloud.org/documents/6781588-Cornyn-Baldwin-TIVSA-Implementation.html
https://fas.org/sgp/crs/row/IF10964.pdf
https://www.theregister.co.uk/2018/06/01/xi_xinping_science_technology_policy_speech/
https://www.justice.gov/opa/pr/newly-unsealed-federal-indictment-charges-software-engineer-taking-stolen-trade-secrets-china
https://www.justice.gov/opa/pr/newly-unsealed-federal-indictment-charges-software-engineer-taking-stolen-trade-secrets-china
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11 National Counterintelligence Strategy of the United States of America 2020-2022, 
https://www.dni.gov/files/NCSC/documents/features/20200205-National_CI_Strategy_2020_2022.pdf  
12 Catalin Cimpanu, “FBI is investigating more than 1,000 cases of Chinese theft of US technology,” ZDNet (February 
9, 2020), https://www.zdnet.com/article/fbi-is-investigating-more-than-1000-cases-of-chinese-theft-of-us-
technology/. Note also, the FBI “made 19 arrests this fiscal year alone on charges of Chinese economic espionage. 
In comparison, the FBI made 24 arrests all last fiscal year, and only 15, five years earlier, in 2014.” Ibid. See also: 
Jackson Cote, “`China’s economic espionage and theft is a real,’[sic] U.S. Attorney Andrew Lelling says after arrest 
of Harvard professor for undisclosed ties to China,” MassLive.com (January 28, 2020),  
https://www.masslive.com/boston/2020/01/chinese-economic-espionage-and-theft-is-a-real-us-attorney-andrew-
lelling-says-after-arrest-of-harvard-professor-for-undisclosed-ties-to-china.html  
13 Telephone interview with Nick Eftimiades on February 18, 2020.  
14 Bethany Allen-Ebrahimian, “Exclusive: How the FBI combats China’s political meddling,” Axios (February 12, 
2020), https://www.axios.com/fbi-china-us-political-influence-0e70d07c-2d60-47cd-a5c3-
6c72b2064941.html?stream=top  
15 Consider also: in their recent letter to Transportation Secretary Chao, Senators Cornyn and Baldwin underscore 
and detail the threat posed to the United States by Chinese buses (in addition to railcars). 
https://www.documentcloud.org/documents/6781588-Cornyn-Baldwin-TIVSA-Implementation.html   
16 See my 2019 testimony for allegations to this effect raised by U.S. officials in 2017. An additional concern, more 
generally, is the potential for data manipulation. In the financial services sector, for instance, transactions take 
place in milliseconds. The ability to slow the transmission of signals could allow a malicious actor to attain control 
or dominance of the market. Eftimiades interview (February 18, 2020). 

https://www.dni.gov/files/NCSC/documents/features/20200205-National_CI_Strategy_2020_2022.pdf
https://www.zdnet.com/article/fbi-is-investigating-more-than-1000-cases-of-chinese-theft-of-us-technology/
https://www.zdnet.com/article/fbi-is-investigating-more-than-1000-cases-of-chinese-theft-of-us-technology/
https://www.masslive.com/boston/2020/01/chinese-economic-espionage-and-theft-is-a-real-us-attorney-andrew-lelling-says-after-arrest-of-harvard-professor-for-undisclosed-ties-to-china.html
https://www.masslive.com/boston/2020/01/chinese-economic-espionage-and-theft-is-a-real-us-attorney-andrew-lelling-says-after-arrest-of-harvard-professor-for-undisclosed-ties-to-china.html
https://www.axios.com/fbi-china-us-political-influence-0e70d07c-2d60-47cd-a5c3-6c72b2064941.html?stream=top
https://www.axios.com/fbi-china-us-political-influence-0e70d07c-2d60-47cd-a5c3-6c72b2064941.html?stream=top
https://www.documentcloud.org/documents/6781588-Cornyn-Baldwin-TIVSA-Implementation.html
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17 Auburn University Center for Cyber and Homeland Security, Strengthening Defense Mission Assurance Against 
Emerging Threats (May 2019), http://cchs.auburn.edu/_files/mission-assurance-policy-forum-summary.pdf  
18 Government of the Czech Republic, “Prague 5G Security Conference announced series of recommendations: The 
Prague Proposals,” (March 5, 2019), https://www.vlada.cz/en/media-centrum/aktualne/prague-5g-
securityconference-announced-series-of-recommendations-the-prague-proposals-173422/ 
19 “Chinese Telecommunications Conglomerate Huawei and Subsidiaries Charged in Racketeering Conspiracy and 
Conspiracy to Steal Trade Secrets,” (February 13, 2020), https://www.justice.gov/opa/pr/chinese-
telecommunications-conglomerate-huawei-and-subsidiaries-charged-racketeering  

http://cchs.auburn.edu/_files/mission-assurance-policy-forum-summary.pdf
https://www.vlada.cz/en/media-centrum/aktualne/prague-5g-securityconference-announced-series-of-recommendations-the-prague-proposals-173422/
https://www.vlada.cz/en/media-centrum/aktualne/prague-5g-securityconference-announced-series-of-recommendations-the-prague-proposals-173422/
https://www.justice.gov/opa/pr/chinese-telecommunications-conglomerate-huawei-and-subsidiaries-charged-racketeering
https://www.justice.gov/opa/pr/chinese-telecommunications-conglomerate-huawei-and-subsidiaries-charged-racketeering
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20 The new Executive Order on Strengthening National Resilience through Responsible Use of Positioning, 
Navigation, and Timing Services issued on February 12, 2020, is a welcome development. 
https://www.whitehouse.gov/presidential-actions/executive-order-strengthening-national-resilience-responsible-
use-positioning-navigation-timing-services/  
21 S. 846 is the basis of language that was ultimately enacted into law in Section 7613 of the National Defense 
Authorization Act for Fiscal Year 2020 (P.L. 116-92).  
22 The Washington Metropolitan Transit Authority is poised to contract for its “next-generation” rail cars; the deal 
could be worth over $1 billion. Justin George, “ Metro’s next-generation rail cars will not be made in China,” 
Washington Post (January 25, 2020), https://www.washingtonpost.com/local/trafficandcommuting/metros-next-
generation-rail-cars-will-not-be-made-in-china/2020/01/25/1d848c7e-3e06-11ea-baca-eb7ace0a3455_story.html. 
For a helpful (plain-language) elaboration of some of the key implications of the relevant NDAA provision, see: 
Bethany Allen-Ebrahimian, “Senators warn of threats posed by Chinese rail companies,” Axios (February 20, 2020), 
https://www.axios.com/china-rail-car-threat-senators-transportation-beb72eaf-9c25-4dc0-a88a-
f42d2a37d793.html  

https://www.whitehouse.gov/presidential-actions/executive-order-strengthening-national-resilience-responsible-use-positioning-navigation-timing-services/
https://www.whitehouse.gov/presidential-actions/executive-order-strengthening-national-resilience-responsible-use-positioning-navigation-timing-services/
https://www.washingtonpost.com/local/trafficandcommuting/metros-next-generation-rail-cars-will-not-be-made-in-china/2020/01/25/1d848c7e-3e06-11ea-baca-eb7ace0a3455_story.html
https://www.washingtonpost.com/local/trafficandcommuting/metros-next-generation-rail-cars-will-not-be-made-in-china/2020/01/25/1d848c7e-3e06-11ea-baca-eb7ace0a3455_story.html
https://www.axios.com/china-rail-car-threat-senators-transportation-beb72eaf-9c25-4dc0-a88a-f42d2a37d793.html
https://www.axios.com/china-rail-car-threat-senators-transportation-beb72eaf-9c25-4dc0-a88a-f42d2a37d793.html
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23 July 21, 2017, https://www.federalregister.gov/documents/2017/07/26/2017-15860/assessing-
andstrengthening-the-manufacturing-and-defense-industrial-base-and-supply-chain.  
24 Robert Kolasky, Director, National Risk Management Center (CISA, DHS): Statement for the Record for a Hearing 
on “Securing U.S. Surface Transportation from Cyber Attacks,” before the U.S. House of Representatives 
Committee on Homeland Security, Subcommittee on Transportation and Maritime Security, Subcommittee on 
Cybersecurity, Infrastructure Protection, and Innovation (February 26, 2019), 
https://www.congress.gov/116/meeting/house/108931/witnesses/HHRG-116-HM07-Wstate-KolaskyB-
20190226.pdf at page 5. See also, DHS CISA et al., Internet of Things Security Acquisition Guidance - Information 
Technology Sector (February 2020), 
https://www.cisa.gov/sites/default/files/publications/20_0204_cisa_sed_internet_of_things_acquisition_guidance
_final_508_0.pdf. 

https://www.federalregister.gov/documents/2017/07/26/2017-15860/assessing-andstrengthening-the-manufacturing-and-defense-industrial-base-and-supply-chain
https://www.federalregister.gov/documents/2017/07/26/2017-15860/assessing-andstrengthening-the-manufacturing-and-defense-industrial-base-and-supply-chain
https://www.congress.gov/116/meeting/house/108931/witnesses/HHRG-116-HM07-Wstate-KolaskyB-20190226.pdf%20at%20page%205
https://www.congress.gov/116/meeting/house/108931/witnesses/HHRG-116-HM07-Wstate-KolaskyB-20190226.pdf%20at%20page%205
https://www.cisa.gov/sites/default/files/publications/20_0204_cisa_sed_internet_of_things_acquisition_guidance_final_508_0.pdf
https://www.cisa.gov/sites/default/files/publications/20_0204_cisa_sed_internet_of_things_acquisition_guidance_final_508_0.pdf
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25 These principles regarding the “cyber security of communication networks in a globally digitized world” were 
generated at the 5G Security Conference (2019) in which 32 countries participated. Supra.  
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26 The Commission worked across industry, academia, the Congress, and the executive branch to arrive at 
workable solutions to strengthen the security posture of the United States in cyberspace. Our forthcoming report 

organizes nearly 80 recommendations across six pillars  
27 Thank you also to my Deputy Director, Sharon Cardash (with Auburn’s Center for Cyber and Homeland Security), 
for her skillful assistance in preparing this testimony.  


