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National Security Advisory: Open-Source Reporting on Risks Posed by Digital Assets

Iran’s proposed crypto fees for passage through the Strait of Hormuz are the latest sign that digital assets are creating
an alternative financial system that is too easily exploited by foreign adversaries, terrorist groups, and criminals.
Industry analysts identified a 694% increase in crypto received by sanctioned entities in 2025. The Trump
Administration itself published a report showing how decentralized finance (DeF1i) services allowed North Korea to
swap, mix, bridge, and otherwise launder billions, including most of the $1.5 billion it stole in one shot last year.
Drug cartels are also shifting their money laundering to crypto, and “cops can’t keep up.” Law enforcement has
warned that “stablecoins are a money launderer’s dream.”

As the bipartisan U.S.-China Economic and Security Review Commission (USCC) concluded this March, “the U.S.
anti-money laundering regime may be ill-equipped for the challenge of stopping transnational crime syndicates from
exploiting cryptocurrency to launder the billions of dollars they steal from Americans each year.”

Crypto crime surged from 2024 to 2025

Value in digital assets received by known illicit wallet addresses

Known lllicit Wallets —_—) +162%
Known Russia/Iran and Sanctioned Entities > +694%
Suspected Human Trafficking —_—) +85%

Chainalysis 2026 Crypto Crime Report
Created with Datawrapper

As Congress considers crypto market structure legislation, it must close known vulnerabilities in our own system to
protect Americans and lay the foundation for pressing other countries to do the same. It must avoid creating new
carveouts that can be exploited by sanctions evaders, terrorists, cartels, child abusers, and other criminals. The
Department of Justice’s decision to effectively end many types of investigations and prosecutions against crypto
exchanges, including those that fail to maintain an effective anti-money laundering program, underscores the need
for Congress to make clear in law that crypto service providers have basic counter-illicit finance responsibilities.

However, the current draft:
1. Fails to adopt the global standard—supported by the first Trump Administration—for identifying which
crypto platforms must take basic steps to prevent money laundering and other illicit activity like any other

financial institution, leaving many transactions unmonitored for suspicious activity.

2. Exempts businesses tied to DeFi services from basic illicit finance requirements, even if they make millions
from a platform’s transactions.

3. Fails to close the Tornado Cash loophole, allowing some of the worst crypto mixers to escape U.S.
sanctions—even when we know they are laundering billions for terrorists, rogue states, cartels, or criminals.

4. Fails to close a loophole in law that could allow anyone outside the United States to pay sanctioned actors in
stablecoins instead of dollars to escape the reach of U.S. sanctions enforcement actions.
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Committee staff have identified the following alarming examples from open-source reports about threat actors
exploiting digital assets and DeFi services:

DRUG CARTELS INCREASINGLY RELY ON CRYPTO TO FINANCE THEIR OPERATIONS

e Drug cartels are shifting their money laundering to crypto, and “cops can’t keep up.” Several
enforcement agents and watchdogs said that laundering operations “could slip entirely beyond the
government’s ability to police them.” Federal agents, officers, and prosecutors warn that they need significant
additional information beyond what is found on blockchains to actually trace or disrupt illicit activity. A former
assistant U.S. attorney who helped build a case against a Chinese money broker and a Mexican narco-trafficker

warned, “We absolutely cannot keep up.”

e Cartels and Chinese money laundering networks have increasingly used digital assets, including
emerging uses of DeFi, to finance their operations and launder money. The DEA reports that
cryptocurrency is “increasingly being adopted” by cartels and other transnational criminal organizations
“because of the ability to swiftly and securely transfer funds internationally through an encrypted blockchain,
significantly limiting access to transaction information.” Reports indicate that “a money launderer for Mexico’s
violent Sinaloa drug cartel received nearly all its funding—more than $700,000—from accounts at Coinbase,”
and recent DOJ forfeiture actions show ‘“criminal networks weave together bulk cash pickups, cross-chain

swaps, unhosted wallets, and high-risk exchanges into a single, rapid-moving system.”

o Illicit actors have transferred millions to wallets owned by fentanyl chemical compound manufacturers;
in an investigation of over 120 Chinese chemical compound manufacturers, 97% offered payment in

cryptocurrencies. Sinaloa Cartel members have used digital assets to launder fentanyl proceeds.

e Chinese money laundering networks “integral” to financing cartel operations have emerged as “a
dominant force in the illicit on-chain ecosystem.” Industry analyses note that these organizations—the very
groups to which the Trump Administration has drawn attention for moving billions for Mexican drug cartels—
offer “a wide variety of specialized services including laundering-as-a-service and other criminal
infrastructure.” A recent Chainalysis report shows Chinese money laundering networks processing over $16
billion in 2025, or about $44 million per day. The 2026 TRM Crypto Crime Report similarly found that these
networks “processed over USD 100 billion, operating as critical infrastructure for global illicit markets, rather
than as state-directed activity.” The bipartisan USCC’s 2026 report on scam centers warns that “Chinese
criminal organizations are moving quickly to stay ahead of the crackdowns by embracing advanced
technologies and exploiting cryptocurrency to launder stolen assets across national borders with virtual
impunity.” As the report explains, these “criminals deploy services called ‘mixers’ and ‘tumblers’ that pool
and redistribute crypto assets, enhancing anonymity and obscuring the origin of funds” and “law enforcement

investigations encounter significant challenges tracing transactions across multiple jurisdictions.”

TERRORIST ORGANIZATIONS ARE EXPLOITING CRYPTO TO FUND VIOLENCE

e Houthi-linked groups in Yemen transferred over $900 million to high-risk and sanctioned entities,
including to a Russian broker for military drone equipment. Analysis shows that the Houthis have used a
network of facilitators and digital wallets “to move funds through a web of high-risk and sanctioned entities,
including Russian brokers, and Hezbollah-linked facilitators™ highlighting “how decentralized technologies

are increasingly being leveraged by sanctioned actors to bypass traditional financial controls.”

e ISIS’s affiliate Islamic State Khurasan Province “predominantly utilizes stablecoins to move and store
funds.” The Financial Action Task Force (FATF) notes that “virtual assets are increasingly used by terrorist
groups, in particular by ISIL [Islamic State of Iraq and the Levant] in Asia and groups in Syria, and terrorist
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groups that are using virtual assets often use stablecoins and experiment with anonymity-enhancing
cryptocurrencies.” Terrorist propaganda sites have raised funds using PancakeSwap and other DeFi services.

e Hamas-linked wallets have laundered millions through a now-sanctioned virtual currency exchange,
BuyCash, that used Binance and Tether to facilitate transactions. As the Department of Justice (DOJ) detailed,
“users utilized BuyCash to fund accounts at Binance and to fund unhosted wallet addresses containing USDT
[Tether].” DOJ documents have also identified the Al-Qassam Brigades, the military arm of Hamas, requesting
funding from supporters in the form of digital assets and specifically instructing, “it is necessary not to inform
the party that will undertake the transfer on your behalf of our identity; to preserve your security.” A recent
FBI investigation identified one operational wallet that receives “approximately 75,000 USDT per week that
is subsequently sent to finance terrorism.”

ROGUE STATES ARE USING CRYPTO TO FUND WEAPONS PROGRAMS AND TERRORISTS

e In a $285 million theft last month, suspected North Korean state-affiliated hackers used multiple DeFi
services to plan and facilitate the laundering of funds. For example, the hackers used Tornado Cash to “help
finance part of the attack infrastructure,” swapped tokens into USDC including through cross-chain bridges,
and consolidated assets “through decentralized exchanges.” Industry analysts found that this hack “far
outstripp[ed] the speed and aggressiveness of even the [$1.5 billion] Bybit laundering of 2025,” suggested that
“real-time defense could have made a difference,” and highlighted risks related to “the systems, and people,
that surround [DeFi infrastructure].”

e North Korea’s Lazarus hacking group stole $1.5 billion in one theft operation last year, then “relied
heavily on decentralized finance (DeFi) tools, particularly decentralized exchanges (DEXs) and cross-chain
bridges” to launder it such that only 3.8% of stolen funds had been recovered as of June 2025. The founder of
one of the DeFi services allegedly used to launder these funds, THORChain, reportedly said that “[t]he protocol
keeps running and swapping despite chaos... It’s doing great, actually.”

e North Korea is reliant on digital assets and DeFi services to fund its nuclear weapons and ballistic missile
programs. The Intelligence Community emphasized that “North Korea is funding its military development—
allowing it to pose greater risks to the United States—and economic initiatives by stealing hundreds of millions
of dollars per year in cryptocurrency from the United States.” According to a report published by the Trump
Administration and G7+ partners, North Korean actors have used “a complex web of services including
intermediary wallet addresses, mixers, decentralized cryptocurrency exchanges, cross-chain bridges, and swap
services” to “avoid law enforcement detection and interference,” including well-known DeFi services like
Uniswap, SunSwap, OKX DEX, Tornado Cash, THORChain, and deBridge.

e Iran has used Russian and Iranian crypto exchanges to evade sanctions and support regional terrorist
proxy groups. Leaked internal documents indicate Iranian exchange Nobitex employed a strategy “to prevent
the use of blockchain analytics for tracing wallet activity or linking users to sanctioned entities,” including by
shielding transactions and using multiple chains. This approach was also used on newer blockchains like
Avalanche, Cosmos, NEAR, and Aptos.

FOREIGN ADVERSARIES ARE EVADING SANCTIONS AND FUNDING MILITARY OPERATIONS

e Russia-backed groups are estimated to have moved tens of billions in 2025 despite sanctions using the
Russian government-backed stablecoin A7AS that has been linked to its military. A7AS operators recently
“burned” $400 million of tokens after wallets were sanctioned and immediately reissued the same amount to
new wallets. To date, the A7AS5 website states that users can convert USDT to A7AS5 on decentralized
exchanges.

e Stablecoins are increasingly used to evade sanctions and procure technology for Russia’s military. The
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Wall Street Journal reports that “[f]or Vladimir Putin’s war machine, tether has become indispensable.” Tether
“helps Russian companies weave around Western sanctions and procure what is called dual-use goods that go
into drones and other high-tech equipment.”

Chinese and Russian intelligence have used crypto to finance covert operations. Russian intelligence
operatives have used virtual currency to finance drone attacks and recruit Ukrainian minors for package
delivery tasks that enable arson. Chinese intelligence officers have used mixing tools (e.g., Wasabi Wallet) to
finance intelligence collection.

TRENDS FAVOR CRIMINALS WHO ARE ALREADY LAUNDERING BILLIONS WITH CRYPTO

Stablecoins like Tether have emerged as a “dream currency” for money launderers. Money laundering
costs are low relative to fiat, and “transparency doesn’t do much to limit the flow of dirty money . . . [t]he most
realistic use of Tether for law-enforcement officials is in providing an accurate account of where criminal
wealth used to be.” UK law enforcement dismantled a multi-billion Tether-based laundering scheme with links
to Russian oligarchs and drug trafficking networks, and said that “Tether has replaced bitcoin to become the
‘cryptocurrency du jour.”” In a recent DOJ investigation, prosecutors charged a Venezuelan national for
laundering over $1 billion in illicit funds, using Tether’s USDT as the cryptocurrency of choice.

Decentralized services are increasingly used to circumvent basic controls; “cross-chain operations have
become the norm for illicit actors.” While centralized exchanges in other jurisdictions are often “required to
identify their customers and provide information to law enforcement investigators . . . [d]ecentralized cross-
chain bridges provide unregulated alternatives that are being embraced by cybercriminals.” Decentralized
exchanges, cross-chain bridges, and swaps reportedly moved more than $21.8 billion as of June 2025,
representing a 200% increase from two years earlier.

DeFi services moved $21.8 billion in illicit funds

Estimated illicit activity on DEXs, cross-chain bridges, and swaps as of June 2025 (billions, USD)
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Source: Elliptic 2025 Cross-Chain Crime Report * Created with Datawrapper

Experts making apples-to-apples comparisons estimate that the rate of illicit crypto activity may be up
to “five times” or “eight times” that of the rate of illicit fiat activity. Some existing estimates that crypto is
“safer” compare illicit fiat activity to global GDP, rather than total payments. Known illicit wallet addresses
received at least $154 billion in 2025, a lower-bound estimate based on addresses identified by Chainalysis.
Treasury has also warned that “critical activities in a DeFi service can occur off-chain and there are challenges
to locating and obtaining this data.”

Cryptocurrency crime losses have rapidly outpaced fiat losses. According to the FBI’s Internet Crime
Complaint Center (IC3) 2025 report, cryptocurrency losses totaled $11.4 billion, with $389 million in losses
linked to crypto ATMs and $7.2 billion in losses linked to investment scams. The U.S.-China Economic and
Security Review Commission finds that about one third of all cash lost by Americans to scammers involved
cryptocurrency transfers.
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Reported crypto internet crime losses exceed fiat losses
Reported losses (USD, billions), 2020-2025

Crypto Losses — Fiat Losses
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Source: FBI Internet Crime Complaint Center (IC3) Annual Reports 2020-2025. + Created with Datawrapper

o The Treasury Department can no longer sanction the decentralized mixer Tornado Cash for laundering
over $7 billion, including for North Korean hacking groups. While sanctions had cut down transaction activity
by 60%, a federal court held that the Treasury Department did not have statutory authority to block
decentralized “smart contracts” like Tornado Cash’s. Funds that left Tornado Cash have gone directly into
swaps and bridges, suggesting that decentralized exchanges are not screening those transactions. Experts warn
that maintaining carveouts for certain DeFi services risks creating an “illicit finance superhighway;” for
example, recent DOJ prosecutions detail billions laundered through decentralized services including Samourai
Wallet’s Whirlpool, whose operators admitted to “essentially ‘washing’ more than $200 million in ‘dirty’
money for criminals.”

CRYPTO AND DEFI FACILITATE CHILD ABUSE, RANSOMWARE ATTACKS. AND EXTORTION

e Child Sexual Abuse Material (CSAM) actors are “increasingly using . . . instant exchangers that
facilitate crypto-crypto exchange directly between wallets, and platforms that don’t require KYC
[know-your-customer checks].” FinCEN reported over $412 million in reported suspicious digital currency
activity linked to child exploitation and human trafficking from January 2020 to December 2021. Chainalysis
finds “increasing lengths to which CSAM actors go to hide their activity;” a 2025 investigation identified over
5.800 digital asset wallet addresses linked to a CSAM website, surpassing the scale of a notorious CSAM
network that was seized in 2019, and led to hundreds of arrests and the rescue of at least 23 minor victims.
More recently, cryptocurrency flows to suspected human trafficking actors increased by 85%.

e Cryptocurrency is a “near universal form of ransom payment in ransomware attacks,” with criminal
actors using DeFi to obfuscate the movement of funds, including “one cross-chain bridge [that] was used to
launder ransomware proceeds from over 13 ransomware strains.”

e DOJ indictments show increasingly sophisticated use of DeFi to defraud hundreds of millions from
victim-investors, including by using smart contracts to build automated pyramid schemes and exploiting
vulnerabilities in decentralized autonomous organizations to obtain control of protocols. Criminal actors
increasingly target DeFi protocols because DeFi developers tend to “prioritize rapid growth and bringing their
products to market over implementing security measures, making them prime targets for hackers.”
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