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February 26, 2025

The Honorable Jeffrey Kessler

Under Secretary for Industry and Security
Nominee-Designate

Partner

WilmerHale

2100 Pennsylvania Avenue NW
Washington, DC 20037

Dear Mr. Kessler:

Congratulations on your nomination to be the Under Secretary for Industry and Security at the
Department of Commerce. In this role, you will oversee the Bureau of Industry and Security
(BIS), which is responsible for administering and enforcing the nation’s dual-use export controls,
implementing Section 232 tariffs, surveying the industrial base, and directing the information
and communications technology and service (ICTS) program. This is a sizable toolkit that
includes some of the nation’s most important economic and national security authorities. In an
era of intensifying strategic competition from the People’s Republic of China (PRC) and Russia,
increasing threats from non-state actors, and accelerating technological change that threatens to
upend the global order, effectively and proactively using these tools in the public interest has
never been more important.

There is broad bipartisan support for empowering BIS to achieve its mission. However, for BIS
to succeed, it needs to maintain integrity and trust — two qualities that this administration sorely
lacks. The President has a track record of using power for personal enrichment and empowering
individuals with flagrant conflicts of interest. | seek your assurance that, if confirmed, you will
reject that approach.

The remainder of this letter lays out some of my concerns, areas of potential agreement, and a set
of questions. I look forward to learning more about how, if confirmed, you will lead BIS at this
pivotal time. Accordingly, as Ranking Member of the Senate Banking, Housing, and Urban
Affairs Committee, | request that you review these questions and arrive prepared to answer them
at your nomination hearing on February 27, 2025, and that you provide detailed written
responses promptly after the hearing. Your timely responses will help me and other members of
the Senate assess your credentials and determine if you are the right person to lead this important
national security bureau.



Export Controls

Export controls play an essential role in maintaining U.S. technological superiority and industrial
might. When used effectively, export controls can impede the PRC’s ability to modernize its
military, or make it more difficult for Russia and Iran to deploy drones on the battlefield. Our
controls are not a panacea to all the challenges we face: we still need to out-invest and out-
innovate our competitors. But export controls can extend our lead and ensure that the most
important technologies and industrial capabilities remain in the United States, benefiting
American workers and our economic and national security.

The Trump Administration has begun a review of export controls with an eye towards
eliminating loopholes.! I welcome this review. Too often, we have undercut the efficacy of our
own export controls by failing to close loopholes, delaying regulatory updates, and watering
down our controls at the request of industry.? This has allowed our adversaries to stockpile U.S.
technology, find workarounds, and otherwise blunt the impact of our controls. Commerce
Secretary Lutnick, during his confirmation process, expressed a desire for clearer, more
unequivocal controls.® I share that desire.

Unfortunately, President Trump’s track record during his first term does not inspire confidence.
On several occasions, the President sacrificed important export control policies in pursuit of
futile, self-defeating deals. In 2018, at the request of PRC President Xi Jinping, President Trump
removed ZTE from the Entity List, restoring the company’s access to American technology,
despite the fact that the Chinese telecommunications company engaged in extensive violations of
U.S. sanctions.* In 2019, President Trump ordered BIS to approve a license to sell turbofan
engines to a PRC military-owned company — a major boon for President Xi’s ambitions of
having the PRC’s aviation national champion to replace Airbus and Boeing.® | am concerned
about how President Xi plans to manipulate the President during his second term, and it is
critical for you to fight efforts to weaken our controls for short-term deals that leave us less safe
and prosperous as a country.

Export Enforcement
For export controls to be effective, they must be enforced. As our export control rules grow in

complexity and scope, some actors are testing our commitment to enforce them. Not a day goes
by without a news story about chip smugglers or blacklisted companies setting up new holding

! White House, Presidential Memorandum: American First Trade Policy, January 20, 2025,
https://www.whitehouse.gov/presidential-actions/2025/01/america-first-trade-policy/.

2 | etter from Senator Elizabeth Warren and Josh Hawley to Commerce Secretary Nominee Howard Lutnick,
February 3, 2025, https://www.banking.senate.gov/imo/media/doc/ai_warren_hawley.pdf.

3 The Hill, “Trump Commerce pick slams China: ‘Stop using our tools to compete,”” Miranda Nazzaro, January 29,
2025, https://thehill.com/policy/technology/5113247-howard-lutnick-china-ai-competition/.

4 New York Times, “Bolton Book Put New Focus on Trump’s Actions in Turkey and China Cases,” Eric Lipton and
Alan Rappeport, Jan. 28, 2020, https://www.nytimes.com/2020/01/28/us/politics/bolton-book-trump-china-
turkey.html.

5 Reuters, “Exclusive: U.S. grants GE license to sell engines for China’s new airplane,” Stella Qiu and Karen
Freifeld, April 7, 2020, https://www.reuters.com/article/business/exclusive-us-grants-ge-license-to-sell-engines-for-
chinas-newe-airplane-idUSKBN21P20T/.
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companies to acquire U.S. technology.® Unfortunately, several reported violations of our rules in
recent years have gone unaddressed, which diminishes our credibility.” | am concerned that these
violations, should they remain unaddressed, will embolden our adversaries.

We can deter would-be violators, but we need to more vigorously enforce our rules. Whether it’s
a corporate board that decides to play fast-and-loose with the rules, or a smuggler that deals in
illicit trade, enforcement actions serve as a powerful reminder that the United States will not
stand by as private actors trade away our national security for short-term profit. Enforcement
should be set up for success, with sound licensing policies for chips and equipment that present a
high risk of diversion. We should expect greater cooperation from countries with a track record
of being a haven for smugglers. And we should ensure that companies are abiding by “red flag”
guidance and conducting proper due diligence on customers. Focusing on these kinds of
enforcement efforts are a key part of what makes our export controls effective.

Semiconductor Manufacturing Equipment, Advanced Computing, and Al Diffusion

Among the major innovations in export control policy over the past several years have been the
Semiconductor Manufacturing Equipment (SME), Advanced Computing, and Al Diffusion
controls. Together, these controls — which notably have bipartisan support — provide a
framework for asserting U.S. leadership in Al: deny the PRC the advanced chips and the
chipmaking technology it needs to train and deploy frontier Al; shape how Al diffuses to benefit
our friends and incentivize geopolitical “swing states” to align themselves with us; and ensure
the frontier of Al development and capabilities remains in the United States and benefits U.S.
workers. In light of DeepSeek, it is more important than ever that we calibrate our export
controls to achieve the goals we’ve set for ourselves.

The Trump Administration is likely reviewing the Biden Administration’s Al Diffusion rule.
That is to be expected. | hope that, if confirmed, you will use this opportunity to strengthen the
rule rather than weaken it. We must maintain the global license requirement on advanced Al
chips and ensure U.S. companies do not outsource the development of cutting-edge Al. This
includes maintaining a disciplined and rigorous licensing policy that keeps the most advanced Al
training capacity in the United States. In addition, in light of DeepSeek, we must reinforce our
controls on the PRC, clamp down on chip smuggling, restrict powerful inference chips like the
H20, strengthen our controls on SMEs, including through implementing comprehensive controls
on Chang Xin Memory Technology and advanced memory production, and work closely with
allies and partners to ensure our efforts are aligned to the extent possible.®

 Tom’s Hardware, “Huawei Builds Secret Fab Network to Avoid U.S. Sanctions,” Anton Shilov, August 23, 2023,
https://www.tomshardware.com/news/huawei-builds-secret-fab-network-to-avoid-us-sanctions.

" Reuters, “China’s SMIC May Have Violated U.S. Export Curbs to Make Huawei Chip, Official Says,” March 21,
2024, www.reuters.com/technology/chinas-smic-may-have-violated-us-export-curbs-make-huawei-chip-official-
2024-03-21/; and New York Times, “TSMC Chips Ended Up in Devices Made by China’s Huawei Despite U.S.
Controls,” Meaghan Tobin, Ana Swanson, John Liu, and Amy Chang Chien, October 29, 2024,
https://www.nytimes.com/2024/10/29/business/tsmc-huawei-computer-

chips.html#:~:text=TSMC%?20and%20T aiwanese%20government%20officials,one%200f%20the%20Taiwanese%2
Oofficials.

8 Supra note 2.
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Industry Influence over National Security Decision Making

Corporate lobbying and industry influence can impair the effectiveness of our export controls
and endanger our national security. For export controls to be effective, they need to be updated in
a timely manner. However, on multiple occasions, powerful companies chasing short-term
profits have managed to delay critical updates.® Similarly, well-resourced companies have gamed
the opaque licensing process, finagling exceptions to prohibitions that BIS imposed for national
security reasons. | am concerned that the system of export controls that BIS administers is ripe
for abuse, particularly from a President who has personally enriched himself using the levers of
government power and has put individuals with egregious conflicts of interest into positions of
influence. | urge you to see your role at BIS as being a steward to our national and economic
security interests and reject corporate influence and the revolving door.

The Administration’s Policy on Tariffs

President Trump has made abundantly clear that tariffs will be central to his agenda. | agree that
tariffs can be an important tool to boost U.S. manufacturing and level the playing field.°
However, when the President enacted tariffs during his first term, corporations and their
lobbyists quickly took advantage of a loophole-ridden exclusions process.' After the President
levied Section 232 tariffs on steel and aluminum at the beginning of 2018, the Trump
Administration handed out tariff exclusions to politically-connected and foreign-owned
companies — and even a then-sanctioned company owned by a Russian oligarch.*? The
Commerce Department’s Inspector General found, based on a review conducted that year, that
the process for receiving an exemption to tariffs imposed was “neither transparent nor
objective.”*® The Inspector General further noted that “Department officials and interested
parties ha[d] discussed information about pending exclusion requests that was not included in the
official record” and had taken “subsequent action . . . giving the appearance that the Section 232
exclusion request review process [was] not transparent and that decisions [were] not rendered
based on evidence contained in the record.”** You joined the Commerce Department the
following year and were integral to the Section 232 exclusions process. A subsequent Inspector
General report in 2021 found that the exclusions process continued to suffer from a lack of

® New York Times, “How U.S. Firms Battled a Government Crackdown to Keep Tech Sales to China,” Ana
Swanson, December 12, 2024, https://www.nytimes.com/2024/12/12/us/politics/tech-sales-china-huawei.html.

10" Axios, “Elizabeth Warren likes tariffs, too,” Erica Pandey, March 11, 2018,
https://www.axios.com/2018/03/11/elizabeth-warren-support-trump-tariffs-china; Global Trade & Sanctions Law,
“Trump 2.0: America First Trade Policy Takes Shape,” January 22, 2025,
https://www.globaltradeandsanctionslaw.com/trump-america-first-trade-policy/
https://www.reuters.com/technology/chinese-firms-stockpile-high-end-samsung-chips-they-await-new-us-curbs-say-
2024-08-06/.

11 CNN, “Escaping Trump’s tariffs has required navigating a ‘broken’ system vulnerable to corruption, businesses
and academics say,” Matt Egan, November 26, 2024, https://www.cnn.com/2024/11/26/business/tariff-exclusions-
trumpbusinesses/index.html.

12 The New York Times, “How a Blacklisted Russian Firm Won (and Lost) a Break From Trump’s Tariffs,” Jim
Tankersley, August 9, 2018, https://www.nytimes.com/2018/08/09/us/politics/rusal-tariff-exemption.htm.|

13U.S. Department of Commerce, Office of the Inspector General, “Memorandum: Management Alert: Certain
Communications by Department Officials Suggest Improper Influence in the Section 232 Exclusion Request Review
Process,” October 28, 2019, p. 2, https://www.oig.doc.gov/OIGPublications/O1G-20-003-M.pdf.

141d. at 1.
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transparency.*® This time around, with President Trump proposing far broader tariffs than before,
the corporate scramble for exemptions is more and more intense.'® | hope, based on your
experience, you will agree that the previous Trump administration’s tariff exclusions process was
ridden with abuse and should not be repeated.

Defense Production Act

Under the Defense Production Act (DPA), BIS has the authority to conduct mandatory surveys
of U.S. companies for the purpose of assessing the industrial base’s readiness to support defense
mobilization.1” Over the past two years, the PRC has moved to weaponize asymmetric
dependencies in supply chains for critical mineral, clean energy, and unmanned aerial vehicles.*®
While Beijing’s goals are a matter of speculation, it is abundantly clear that Beijing is targeting
items and inputs — like drone parts and gallium — that are important to U.S. defense production.
Addressing the PRC’s actions will require focused efforts to de-risk critical supply chains. But,
doing so requires first understanding the problem. I hope that, if confirmed, you will use BIS’s
surveying authority in a proactive and strategic manner to map our vulnerabilities so we can
begin to address them.

Conclusion and Questions

| seek assurances that you will run a strong BIS that works to extend our technological
leadership, maintains our industrial capacity at home, and keeps dangerous capabilities out of the
hands of our adversaries. However, | am concerned about your ability to do so amidst an
Administration that lacks integrity and transparency. | urge you, if confirmed, to chart a different
course. In order to better understand the approach you will take, I ask that you come to your
hearing on February 27, 2025 prepared to answer these questions, and that you provide written
answers prior to any Banking Committee vote on your nomination:

Questions on Export Controls

1. What are your views on export controls and their role in advancing U.S. interests
including technological leadership? When should they be used and what considerations
will you take into account in determining how they are deployed?

a. Are there cases, in your view, where the United States failed to use export
controls appropriately?

b. Are there areas of technology where we have not been using export controls
aggressively enough?

15 U.S. Department of Commerce, Office of the Inspector General, “Decisions on Exclusions from Section 232
Tariffs Were Not Transparent and Based on Incomplete and Inaccurate Information,” January 25, 2025, p. 3,
https://www.oig.doc.gov/OlGPublications/O1G-20-003-M.pdf.

16 CNBC, ““Everyone is calling’: Trump’s tariff threats send U.S. companies scrambling for lobbyists and
loopholes,” Rebecca Picciotto, Lora Kolodny, November 12, 2024, https://www.cnbc.com/2024/11/12/trump-tariffs-
companies-scramble-lobbyist-loopholes.html.

1750 U.S.C. § 4555.

18 New York Times, “China Bans Rare Mineral Exports to the U.S.,” David Pierson, Keith Bradsher, and Ana
Swanson, Dec. 3, 2024, https://www.nytimes.com/2024/12/03/world/asia/china-minerals-semiconductors.html.
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2. What role do you believe economic security and the interests of workers should play in
guiding our export controls?

3. Do you believe that there should be a “balance” between the national security objectives
of export controls and the economic impact of controls on U.S. industry? If so, how do
you plan to strike that balance?

4. Under what circumstances would you use the Foreign Direct Product (FDP) rule to
achieve U.S. foreign policy and national security interests?

5. There are notable examples of allies and partners “backfilling” our export controls by
increasing sales to companies that we have added to the Entity List or otherwise
restricted. Secretary Lutnick expressed a view that tariffs have a role in pressuring other
countries to stop sales to the PRC.*®

a. Do you agree?
b. What policies would you undertake to ensure that allies and partners are aligning
their controls with ours?

6. Transshipment of G7technology to the Russian war machine remains a notable challenge.
Certain jurisdictions including the PRC, Turkiye, Kyrgyzstan and India are responsible
for a high volume of transshipped goods. What steps will you take to crack down on
transshipment?

7. Are there circumstances under which you would consider removing a company from the
Entity List or relaxing controls on a strategic technology like semiconductors, at the
behest of President Xi Jinping?

8. Under Section 1716(h) of the Export Control Reform Act, the Chairman or Ranking
Member of the committee or subcommittee of appropriate jurisdiction can request
information on licenses. Will you commit to providing timely and comprehensive
responses to congressional requests for information pursuant to Section 1716(h)?

Questions about Export Enforcement

1. BIS has been criticized for not enforcing the rules vigorously enough. What steps would
you take to ensure we are sending a message to would-be violators of our rules?

2. Will you commit to reporting to this committee within 180 days of being confirmed on
what additional tools and resources BIS needs to catch violators?

3. Will you commit to conducting a review of our end-use controls, licensing policies, and
due diligence requirements?

4. A number of Chinese companies that are currently on the Entity List, including Huawei,
SMIC, and Sugon, have managed to spin-up aliases and cut-outs to keep acquiring U.S.
technology. Do you agree this is a problem?

a. If so, will you commit to taking steps to address this behavior, including adding
additional front companies to the Entity List?

b. Will you review how BIS uses the Entity List and identify ways to end the
“whack-a-mole” approach that currently epitomizes use of the Entity List,
including by automatically applying an Entity List designation to all subsidiaries
and affiliates of the added party and requiring greater due diligence from U.S.
firms?

19 Axios, “Senators probe Lutnick’s approach to Al tariffs and spectrum,” Maria Curi, January 29, 2025,
https://www.axios.com/pro/tech-policy/2025/01/29/senators-probe-lutnicks-approach-to-ai-tariffs-and-spectrum.
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Do you believe that Huawei and SMIC violated U.S. law by producing 7-nanometer
chips with U.S. technology?
a. If so, will you commit to revoking any remaining licenses for SMIC and Huawei
that allow the companies to keep accessing U.S. technology?

Questions on SME, Advanced Computing, and Al Diffusion

U.S. controls on semiconductor manufacturing equipment is foundational to the U.S.
technological advantage. If confirmed, what steps will you take to reinforce those
controls in light of PRC breakthroughs including Huawei’s fabrication of 7 nanometer
chips with U.S. technology?
. The previous administration issued the Al Diffusion Rule to ensure that Al diffuses in a
way that promotes U.S. strategic interests. Do you agree we should use export control to
restrict the diffusion of Al technologies including our most advanced Al chips?
Do you agree that we should use export controls to ensure that the United States remains
the global leader in Al, including by maintaining computing infrastructure in the United
States?
a. Ifso, will you commit to maintaining a requirement that U.S. companies maintain
50 percent of their compute infrastructure in the United States?
b. Will you commit to engaging in a rigorous and objective review of license
applications from generally non-aligned states like Saudi Arabia and the United
Arab Emirates that weighs the commercial rewards of selling data to these
countries against the risks to U.S. leadership?
. Will you commit to updating our nationwide export controls on semiconductor
manufacturing equipment and advanced computing at least once a year to address
changes in the technological landscape and the tactics of our adversaries?

Questions on Industry Influence

New reports have shown a disturbing degree of industry access and influence at BIS that
has negatively impacted its ability to fulfill its mission. How will you address this
problem?

. Will you commit to not receiving compensation from an entity that is regulated by BIS
for at least 4 years after leaving BIS?

Questions on Tariffs

. Will you recommend that President Trump’s tariffs include an exclusion process to
exempt certain importers or imported products from tariffs?

a. Ifso, what would be the criteria and processes for obtaining exclusions, and how
would you advise against permitting the rampant corruption that occurred in the
exclusion process during the first Trump Administration?

b. Will you recommend that the president implements a transparent and objective
process that protects America’s small businesses and workers? If so, what specific
recommendations will you make to achieve that outcome?



Questions on DPA

1. Do you believe the Defense Production Act has a role to play in combating PRC
economic coercion?

2. Will you commit to using BIS’s authorities under Section 705 of the Defense Production
Act to collect information about supply chain vulnerabilities?

Sincerely,

EIizab‘eth Warren
Ranking Member
Senate Committee on Banking, Housing,

and Urban Affairs




